
Separation
As a company, Nextcloud is currently at 
work with Spreed.me [3]. Spreed.me sells a 
line of computers named Spreedbox [4]. Each 
Spreedbox comes with a pre-installed video 
conferencing solution, created by combining 
a WebRTC server with ownCloud. Frank Kar-
litschek and Niels Mache head up the Next-
cloud organization itself. Prior to joining 
Nextcloud, Niels Mache was responsible for 
Spreed.me and is also a co-founder of Red 
Hat Germany.

The goal of the new project is to signifi-
cantly expand the web application beyond its 
core functionality, such as by integrating the 
WebRTC server from Spreed and its bundled 
applications.

The project also aims to maintain and offi-
cially support frequently used ownCloud ap-
plications such as the calendar and contacts 
administration. NextCloud have also cooper-
ated with Collabora to bring a self-hosted Li-
breOffice suite into the NextCloud server.

For this Article, we tested Nextcloud on 
Raspbian Jessie, with Apache and MariaDB 
(a fork of MySQL). You can access your 
home server over the internet through setting 
up port forwarding on your router. You can 
also use a free SSL certificate from Let’s En-
crypt to protects your data as it travels over 
the Internet.

The free cloud storage software 
ownCloud has blossomed over the 
past years into a serious competi-
tor for commercial services like 

Dropbox and Google Drive. Users can now 
take responsibility for storing their own 
data, with convenient synchronization be-
tween computers and mobile devices by 
running a small server outfitted with an 
ownCloud package. NAS device users can 
also find easy to install ownCloud pack-
ages in the package sources for their sys-
tem.

However, the ownCloud success story 
suffered a serious setback at the end of 
April last year. The ownCloud founder 
Frank Karlitschek [1] and a number of the 
original developers all left the project in 
order to pursue development of a fork 
which they call Nextcloud [2]. Jos Poortv-
liet who was previously the Community 
Manager for ownCloud now handles public 
relations for Nextcloud. He refers to the 
undertaking as a “re-start”. According to 
Karlitschek and Poortvliet, this re-start 
was prompted by dissatisfaction arising 
out of structural problems and various 
business decisions in the ownCloud orga-
nization.

Installing and testing Nextcloud

Next, Please!
NextCloud is a fork of the OwnCloud Project as well as a company in its own right. 

Founded by former Owncloud Developers and captained by the previous 

OwnCloud Project founder Frank Karlitsheck, Nextcloud aims to strike a better 

balance between companies, clients and users. By Christoph Langner

Igor Zakowski, 123RF
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inStallation
Before beginning installation of Nextcloud, 
install all software dependencies and up-
dates for your distribution (Listing 1). Next, 
install the Apache web server and MariaDB 
plus all required Apache and PHP exten-
sions (Line 3). After doing this activate the 
Apache module mod_rewrite for readable 

URLs and mod_headers for your SSL con-
nection. Next start the web server (lines 4 
to 5) and allow it to load. In theory SQLite is 
sufficient for small amounts of data but 
MySQL/ Maria DB is best for larger installa-
tions with multiple users.

When you install the MariaDB server, the 
system will request a root password for the 
database. For security reasons make sure 
the root password is different from the ac-
tual system administrator password, such as 
the pi user on a Raspberry Pi. Nextcloud 
now needs a database to store data in the 
cloud. In order to create the database first 
log in to the MariaDB server. From there 

The current version of Nextcloud at the mo-
ment of writing, 11.0.1, has a number of new 
features such as a dedicated apps store, but 
shares much of its code with Owncloud 9. A 
write only function is one example of the im-
provements that have already been built into 
the fork. This lets anonymous users upload 
data into your cloud even though they them-
selves do not have access to files and directo-
ries. There’s also a new logging function that 
captures events such as a file release, update 
or login. In addition, the developers report that 
they have hardened the software to fend off at-
tacks, and fixed various bugs.

NEXT- VS. OWNCLOUD

Figure 1: In order to set up encrypted access to Nextcloud, forward ports 80 and 443 from your router to your cloud server (your Pi).

$ sudo apt update

$ sudo apt full‑upgrade

$ sudo apt install apache2 marphp5‑gd 
php5‑json php5‑mysql php5‑curl php5‑intl 
php5‑mcrypt php5‑imagick

$ sudo a2enmod rewrite

$ sudo a2enmod headers

$ sudo service apache2 restart

LISTING 1: Update your System

$ sudo ‑s

$ echo "deb http://httpredir.debian.org/debian jessie‑backports main contrib 
non‑free" > /etc/apt/sources.list.d/debian‑jessie‑backports.list

$ apt‑get update ‑y

$ sudo apt install ‑t jessie‑backports certbot python‑certbot‑apache ‑y

$ rm /etc/apt/sources.list.d/debian‑jessie‑backports.list

$ apt‑get update

LISTING 3: debian-jessie-backports.list

$ mysql ‑u root ‑p

MariaDB [(none)]> CREATE DATABASE nextcloud;

MariaDB [(none)]> CREATE USER 'nextcloud'@'localhost' IDENTIFIED BY '<secret>';

Ma riaDB [(none)]> GRANT ALL PRIVILEGES ON nextcloud.* TO  
'nextcloud'@'localhost';

MariaDB [(none)]> FLUSH PRIVILEGES;

MariaDB [(none)]> exit;

LISTING 2: nextcloud
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let’S encrypt
Now you can enable access to the server 
via the Internet. You will need an SSL 
certificate from Let’s Encrypt in order to 
secure the connection. The first step here 
is to forward ports 80(http) 
and  443(https) from your router to the 
server. You will also need a static 
DynDNS address so that the local net-
work is always accessible from the Inter-
net in the future. You see, typically, an 
Internet service provider assigns a new 
Internet address for each dial up. The 
free DynDNS service  [6] assumes abso-
lutely necessary tasks like logging in 
each month to the web interface, making 
the process of maintaining remote access 
to your computer and devices from out-
side you local network far less stressful.

In order to connect to your NextCloud 
server remotely, you’ll need to open ports 
80 and 443 on your Firewall and forward 
them to the server (i.e. your Pi). The spe-
cific steps for this will vary from router to 
router, so check with your manufacturer if 
you’re uncertain. The website Portforward.
com contains instructions to do this for 
many common models of router.

Most modern routers will have a Dy-
namic DNS option. You can use this to 

you can set up the database plus all of the 
corresponding rights and settings (List-
ing 2). When designating the database user 
(CREATE USER?, make sure to select a pass-
word that is more secure than secret – 
D’oh! Remember the password you choose 
as you will need it later.

Figure 2: Dynamic DNS providers like DynDNS connect a static Internet address with the 

dynamic Internet IP of your Internet access.

Figure 3: In order to achieve optimal security, let Let’s  Encrypt configure the server so that it 

routes all connections via HTTPS.

Figure 4: Once installation is complete, use the Next-

cloud configuration assistant to set up access to the 

database.

$ sudo letsencrypt ‑‑apache ‑d home.example.com

$ sudo letsencrypt renew ‑‑dry‑run ‑‑agree‑tos

LISTING 4: letsencrypt

$ sudo nano /etc/systemd/system/letsencrypt.service

$ sudo nano /etc/systemd/system/letsencrypt.timer

$ sudo systemctl enable letsencrypt.timer

$ systemctl list‑timers ‑‑all | grep letsencrypt

Mi 2016‑06‑22 00:00:00 CEST 12h left n/an/a letsencrypt.timer  

  letsencrypt.service

LISTING 5: systemctl
[Unit]

Description=Let's Encrypt renewal service

[Service]

Type=oneshot

ExecStart=/usr/bin/letsencrypt renew

ExecStartPost=/bin/systemctl reload 
apache2

LISTING 6: letsencrypt.service

Nextcloud
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--agree-tos option you can then check to 
see whether the certificate has been up-
dated.

Ideally, Let’s Encrypt should renew the 
certificate automatically. You can install a 
system timer to make sure this happens. 
To do this, first go to the /etc/ systemd/ sys-
tem directory and create the files letsen-
crypt.service and letsencrypt.timer using 
the first two commands from Listing 5. 
The contents for the files are shown in 
Listing 6 and Listing 7. You then close the 
nano editor with [Ctrl]+[O] [Enter] and 
[Ctrl]+[X]. The service assumes the ac-
tual task of renewing the certificate and 
makes the web server reload its settings 
once renewal has taken place. The timer 
then automatically executes the Let’s En-
crypt service once each day.

nextcloud
Nextcloud comes as either a TAR BZ2 [7] 
or in ZIP archive format. Once you’ve 
downloaded it, extract the file to the root 
directory of the web server /var/ www and 
then transfer file permissions for /var/ 
www/ nextcloud to the system user www-
data (Listing 8).

You need to create a virtual host so that 
the Apache web server can access the 
data. To do this, create a configuration file 
nextcloud.conf (Listing 9) in the folder /

enter the settings specified by your Dy-
namic DNS provider (Figure 2). Perform a 
preliminary test run of your setup by at-
tempting to access the newly installed web 
server via the DynDNS address.

If this all works, add a Let’s Encrypt cer-
tificate to the web server. You’ll need to in-
stall the python-letsencrypt-apache and 
certbot packages to do this, which means 
you’ll have to temporarily enable the 
Debian backports. You may see error mes-
sages during installation, saying the key 
for the package manager has not been 
found. Ignore this for now. Once installa-
tion is complete, delete the entry for the 
backports from the package administration 
(Listing 3).

After installation is finished, generate 
the certificate (Listing 4). The URL corre-
sponds to the DynDNS address you created 
earlier. The query for the mode causes the 
web server to automatically route all que-
ries over the encrypted HTTPS protocol, 
Secure, or you must explicitly call the 
HTTPS address, Easy. For your own safety, 
the better choice is the secure method 
(Figure 3). Using the renew --dry-run 

Figure 5: The web interface for Nextcloud closely resembles its predecessor OwnCloud. The system is ready to go once installation is complete.

[Unit]

Description=Daily renewal timer of Let's 
Encrypt‘s certificates

[Timer]

OnCalendar=daily

Persistent=true

[Install]

WantedBy=timers.target

LISTING 7: letsencrypt.timer

$ wget  
  https://download.nextcloud.com/server/releases/nextcloud‑<version>.tar.bz2

$ sudo tar xf nextcloud*.bz2 ‑C /var/www

$ sudo chown ‑R www‑data.www‑data /var/www/nextcloud

LISTING 8: nextcloud-<version>.tar.bz

Owncloud recommends install-
ing a PHP cache in order to 
avoid continuously re-executing 
resource hungry instruc-
tions  [11]. This also holds true 
for Nextcloud. In order to install 
the cache, first install the pack-
age php-apcu. Next enter the in-
struction 'memcache.local‘ 
=> '\OC\Memcache\APC‘, as 
a new line before the closing ); 
(Listing 11) in the configuration 
file config.php. You’ll find this 
file in /var/ www/ nextcloud/ . The 
program will automatically load 
the changes when you next ac-
cess the Nextcloud site.

OPTIMIZING

Nextcloud
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installation. Network capable file manag-
ers such as Files (previously Nautilus) in 
Gnome or the KDE file manager Dolphin, 
can open the cloud storage platform with 
WebDAV. In order to use the file manager, 
open the address line with [Ctrl]+[L] and 
enter the URL of a file such as davs:// 
 <example.  dyn.  com>/  nextcloud/  remote. 
 php/  webdav. In Dolphin, replace the pro-
tocol component at the beginning of the 
URL with webbdavs://  [...  ].

Dropbox is a commercial program that 
lets you synchronize and edit files and 
folders between connected computers. You 
can manage your Nextcloud data in the 
same way, but you first need a client pro-
gram. Presently, Nextcloud offers a free 
Android app available via both the Google 
Play Store [8] and the open source app 
store F-Droid[9]. Both are in the Beta test-
ing phase. There are also versions avail-
able for iOS and Windows phones.

Desktop Users can download clients for 
Windows, 7, 8 and 10 and OS X 10.9 on-
wards from the NextCloud website. 
There’s a dedicated PPA for Ubuntu & 
Debian to download the Linux Nextcloud 
client. Other distros such as openSUSE, 
Tumbleweed, Archlinux and Fedora have 
their own client packages. The source code 
is also available from the Nextcloud web-
site if you prefer to compile the client 
yourself.

When installing the client, enter the URL 
https://<example.dyn.com>/nextcloud as 
the server address. After this follow the in-
structions in the installation assistant. Set 
your data directory to your ~/ Nextcloud 
folder. Once installation is complete, the 
client copies the data currently stored on 
the server to the directory that has been 

etc/ apache2/ sites-available and paste the 
content from Listing 10 inside it. Once 
again, these changes need to be saved via 
[Ctrl]+[O], [Enter]. Exit the nano editor 
via [Ctrl]+[X]. Now it’s time to activate 
the virtual host and reload the configura-
tion for the web server. You should now be 
able to access the Nextcloud installation 
pointing your browser at http:// 
 <example>.  dyn.  com/  nextcloud (Fig-
ure 4).

Use the Assistant to enter the login de-
tails for the first admin user. Below the 
password box, enter the location of your 
MariaDB server localhost as part of the 
LAMP stack installation. In the example 
configuration this would be nextcloud for 
database user and database name. The da-
tabase host would be localhost. Finally 
enter the password you chose for the Next-
cloud database.

Click on Finish installation to transfer 
settings to the configuration file. Your 
browser will automatically load the Next-
cloud home screen (Figure 5). To get 
started with setup, open the Administrator 
settings from the drop down menu under 
your user name. This also shows you any 
potential problems with the current web 
server configuration (Figure 6).

clientS
You don’t necessarily have to open your 
browser in order to access the Nextcloud 

Figure 6: NextCloud clients are available for all major desktop Operating Systems, as well as 

Android and iOS.

$ sudo nano /etc/apache2/sites‑available/

nextcloud.conf

$ sudo a2ensite nextcloud

$ sudo service apache2 reload

LISTING 9: Create nextcloud.conf

Alias /nextcloud "/var/www/nextcloud/"

<Directory /var/www/nextcloud/>

  Options +FollowSymlinks

  AllowOverride All

 <IfModule mod_dav.c>

  Dav off

 </IfModule>

 SetEnv HOME /var/www/nextcloud

 SetEnv HTTP_HOME /var/www/nextcloud

</Directory>

LISTING 10: nextcloud.conf

Nextcloud
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selected. If you copy additional data to 
this server, It will automatically save in 
Nextcloud.

The Nextcloud app for Android looks 
very much like the ownCloud original 
except that it has a different color 
scheme (Figure 6). Unlike the ownCloud 
app, the Nextcloud version is free of 
charge. If you prefer to use the Own-
cloud app on your mobile device  [10] 
this should work with your Nextcloud 
server but you’ll need either to pay 
0.79 Euro cents to install it or download 
the free version from F-Droid.

concluSion
Nextcloud still bears a close resemblance 
to its predecessor Owncloud. As such it’s 
easy for beginners to work with both the 
original and the fork. However, since 
there are many developers now working 
on Nextcloud, it would be a fair guess that 
it will probably undergo more improve-
ments. The first new features to appear 
might include audio and video chats with 
the Spreed.me software. It remains to be 
seen how ownCloud will fare in compari-
son to Nextcloud, or whether it will suffer 
a fate similar to that of OpenOffice.

Nextcloud runs on the Raspberry Pi. 
However, you probably shouldn’t let 
hoards of users loose on a Nextcloud 
Raspberry Pi. The limited data throughput 
capabilities on the mini computer remain 
the biggest obstacle. This is due to the 
fact that the USB ports and the network 
interface share an internal USB port thus 
keeping the data rate that can be realisti-
cally achieved lower than a 100 Mbit/ s 
network. lll

Figure 7: Install the official Nextcloud client free of 

charge from either the Google Play Store or F-Droid.

$ sudo apt install php5‑apcu

$ sudo nano /var/www/nextcloud/config/
config.php

$ sudo cat /var/www/nextcloud/config/
config.php

[...]

  'installed‘ => true,

  'memcache.local‘ => '\OC\Memcache\APCu‘,

);

LISTING 11: Editing config.php

Nextcloud
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[1]  Frank Karlitschek: “I am leaving ownCloud, Inc. today”:  
http://  karlitschek.  de/  2016/  04/  big-changes-i-am-leaving-owncloud-inc-today/

[2]  Nextcloud: https://  nextcloud.  com/

[3]  Spreed.me: https://  www.  spreed.  me

[4]  Spreedbox: https://  www.  spreed.  me/  spreedbox/

[5]  Let’s Encrypt: https://  letsencrypt.  org

[6]  DynDNS Service: https://  dyn.  com

[7]  Download Nextcloud: https://  nextcloud.  com/  install/  #  instructions-server

[8]  Nextcloud app for Android:  
https://  play.  google.  com/  store/  apps/  details?  id=com.  nextcloud.  client

[9]  Owncloud app at F-Droid: https://  f-droid.  org/  repository/  browse/  ?  fdid=com.  owncloud.  android

[10]  Owncloud App for iOS: https://  itunes.  apple.  com/  us/  app/  owncloud/  id543672169?  ls=1&  mt=8

[11]  “Making ownCloud Faster Through Caching”:  
https://  owncloud.  org/  blog/  making-owncloud-faster-through-caching/
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