
Using the Raspberry Pi as a backup server

 Safe is Safe
A good backup system is not only important, it is essential when a 
hard drive crashes, a virus infects the system, or you are victimized 
by ransomware. Luckily, the Raspberry Pi is ideally suited to run as 
a backup server in the background. By Bernhard Bablok

to you. Regular backups should run in the 
background without restricting the user. In 
the event that problems occur, it should be 
possible for the administrator to correct them 
without much effort.

Copy versus BaCkup
The easiest way to secure data is to copy it 
onto an external storage device. While this is 
better than doing nothing at all, copying 
means that you have to perform some man-
ual operations and potentially also risk over-
writing previously secured data. The poten-
tial for overwriting gives rise to special prob-
lems when a virus or an encrypted Trojan 
has attacked the files that then 
get transferred to the external 

Many PC users are knowledgable 
about IT. Consequently, they au-
tomatically take on the role of IT 
administrator for their family. 

However, administrative tasks can be time 
consuming when a hardware defect or virus 
attack is involved. An additional frustration, 
which is often part of a family setting, is that 
recommendations to perform regular back-
ups go unheeded.

Fortunately, you can build a small and eco-
nomical backup machine using the Rasp-
berry Pi and an external hard drive. This ma-
chine can then assume its duties without fur-
ther maintenance. If you are a straightfor-
ward Windows user who does not have a 
large media collection, this article is targeted 
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storage device. This excludes use of cloud 
storage like Dropbox or backup programs 
like Duplicati [1].

When searching for some simple software 
to run genuine backups, I encountered the 
client/ server application UrBackup [2]. Run-
ning under both Windows and Linux, this 
service secures files on a server either en-
tirely or incrementally. It works without a 
network drive, making it secure against vi-
ruses and Trojans.

The open source software supports diverse 
use scenarios by virtue of the large variety of 
options it offers. However, the Windows user 
remains oblivious to the many options. The 
administrator can also ignore configuration 
files. A convenient and functional web inter-
face, albeit one that is not very pretty, makes 
it possible to configure the system quickly 
and perform administrative tasks, should 
these ever become necessary down the road.

CheCk It out
Before describing the installation process, it 
makes sense to clarify hardware issues. Since 
the appearance of the first-generation Rasp-
berry Pi (Rasp Pi), the single-board comput-
er’s reputation has been that it is unsuitable 
for data-intensive applications. The LAN 
adapter only supports 100Mbps Ethernet and 
depends on the USB interface. The Rasp Pi 
does not have a SATA connection, thus limit-
ing the connection possibilities for external 
hard drives to USB 2.0, which in turn seri-
ously restricts the write rate for the drive. 
Additionally, the network connection reduces 
the rate even further.

These features detract from the idea of 
using a Rasp Pi as a backup server. However, 
most households with non-IT-knowledgeable 
members use WiFi to connect computers to 
the Internet. Frequently, the connection has 
an overall data throughput rate of 54Mbps, 
meaning 20 to 25Mbps are usually left over. 
Therefore, if the Rasp Pi is connected via a 
network cable to the type of routers found in 
most households, then the throughput rate 
suffices for the use of some backup WiFi cli-
ents as well.

Consequently, the Rasp Pi is well suited for 
use as a backup server by the target user 
group. In the scenario presented here, a 
Raspberry Pi 3 (RPi3) works together with a 
PiDrive hard drive from Western Digital. This 
hard drive comes with 314GB capacity for 
$32 (~EUR35) [3] and 1TB capacity [4] for 
$80 (EUR75). In spite of their USB 3.0 con-
nections, the PiDrives consume minimal 
power (Figure 1).

As an accessory for the hard drive, West-
ern Digital offers a case that can also accom-
modate the Rasp Pi for $10 (EUR11) [5]. 
Western Digital also has a special connector 
cable, but the commercially available USB 
3.0 strip suffices. The company includes a 
special cable with the purchase of its 1TB 
PiDrive. The “Hardware Alternatives” box 
provides information about additional op-
tions for the backup server.

InstallatIon
The RPi3 runs without any problems from 
a microSDHC card. However, when a hard 
drive is added to the system, it makes 
sense to install an operating system di-

Figure 1: This PiDrive hard drive from Western Digital has a capacity of 314GB. A 1TB version is 

also available for purchase.

In addition to the setup described in this arti-
cle, it is also possible to use a standard 2.5-
inch hard drive for bulk storage that be con-
nected to the Rasp Pi with an SATA USB 
adapter. Because of the difference in power 
consumption, it is possible that this works in 
individual cases; however, this is not a guaran-
tee. The only thing to do is to try it out.

When using a Banana Pi, you should connect a 
SATA hard drive directly to the board. Depend-
ing on the power supply and the hard drive, 
problems have occurred with this approach in 
the past. The Banana Pi does not offer any ad-
vantages in terms of price. From a lack of sup-
port, the device is not suitable for secondary 
use as a media player.

The Intel NUC [6] and related devices like 
ZOTAC are more powerful alternatives. Even 
the smallest NUC versions are well designed. 
However, they are also about twice as expen-
sive as a Rasp Pi plus its power supply and 
cover. On the other hand, the Intel devices 
have an elegant case and, more significantly, a 
genuine Gigabit LAN connector plus adequate 
I/ O performance. This is ideal for those with 
larger backup needs.

HARDWARE ALTERNATIVES
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ture. Instructions for installing Raspbian on 
the hard drive can be found on the Internet 
[7]. Installation is easier with a script I 
wrote, and you can find a description of 

rectly on the drive. Currently you still need 
the card for the boot partition, although 
the Raspberry Pi Foundation has indicated 
that this will be changing in the near fu-

If you want to save yourself the trouble of manually installing Raspbian on a hard drive and then 
adapting it, you can use a script that automatically completes the process in one step. The script 
can be downloaded from GitHub to a Linux PC:

$ git clone https://github.com/bablokb/apiinst

Next, you should insert a microSDHC card for the boot partition into the computer. In the example, 
this is /dev/sdb, although the name of your device might be different, and the hard drive here is 
/dev/sdc. After downloading the Raspbian image, you then install the system:

$  apiinst/bin/apiinst ‑i /<Path_to>/20160527‑raspbian‑jessie‑lite.zip U 
‑B /dev/<sdb> ‑t /dev/<sdc> ‑D 285G

For purposes of this example, I have assumed you retain the directory path after git clone. It is a 
good idea to be sure that the command deletes all of the data on the devices indicated. Therefore, 
you should first determine the device name that is being used. The commands blkid and 
fdisk ‑l assist with this task.

You should adjust the size specifications for the data partition with ‑D according to your hard drive. 
Only 296GB of the 314GB capacity of the PiDrive can actually be used. The difference between ac-
tual capacity and the 285GB specified in the command is reserved for the system partition. Later, 
the system will automatically install the data partition in the /data directory when booting.

After installing Raspbian on the card and hard drive, you should connect the prepared storage to 
the Rasp Pi. Once started, the system should be configured as usual.

AUTOMATIC INSTALLATION OF RASPBIAN ON A HARD DRIVE

$ sudo apt‑get update

$ sudo apt‑get install sqlite3 libcrypto++9 libfuse2

$ wget http://raspberrybuild.urbackup.org/nightly/urbackup‑server_2.0.30.1529‑1_armhf.deb

$ mkdir ‑p /data/backups

$ sudo dpkg ‑i urbackup‑server_2.0.30.1529‑1_armhf.deb

LISTING 1: Installing UrBackup

Figure 2: The modest UrBackup web interface includes all of the necessary functions, almost all of which are 

self-explanatory.
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this script in the “Automatic Installation of 
Raspbian on a Hard Drive” box.

Installation of Raspbian “jessie” Lite and 
some supplemental packages suffice for the 
purpose of performing backups (Listing 1). 
When this issue of Raspberry Pi Geek is pub-
lished, it is entirely possible that UrBackup 
will have an updated version number (line 3). 
The current version can be found online [8].

During installation, UrBackup will only 
ask for the path to the backup directory. This 
should be carefully considered since chang-
ing it later only happens with some effort. 
Consequently, you should first to set up the 
backup directory (line 4). In my example, 
this is the /data/backups/ directory.

ConfIguratIon
You can configure UrBackup using a web in-
terface at http:// <RaspPi_IP>:55414 (Fig-
ure 2). Most of the settings are self-explana-
tory. If you have further questions, you should 
consult the detailed administration manual 
found on the project page. Some of the op-
tions also contain a question mark with a di-
rect link to the relevant section of the online 
manual.

One of UrBackup’s great strengths is its 
large number of settings. For example, it is 
possible to set up user administration for the 
web interface, although it is not absolutely 
necessary. Likewise, the administrator inter-
face can be operated by way of an encrypted 
connection behind a real web server. This 
makes it possible for a private network solu-
tion to scale to a remote solution that en-
crypts data from clients via the Internet and 
stores them on remote servers. In larger envi-
ronments, the administrator can also main-
tain an overview of everything from a web 

interface (Figure 3) or, if necessary, receive 
messages by email.

Experience shows that you should disen-
gage default options that let Windows clients 
run only with background priority. If the ex-
tended option is checked, then Windows will 
slow the backup down significantly. Other-
wise, you can adjust the cycles for complete 
and incremental backups according to need.

the ClIent
Each of the diverse installation packages 
available for Windows has a version that 
comes with and without a tray icon. The ver-
sion without the tray icon allows for com-
pletely transparent backups. The version with 
a tray icon is more flexible, indicates current 
status, and permits a series of actions. Be-
cause UrBackup runs as a system service, you 
will need administrative rights for installation.

You do not need to interact with the soft-
ware on a daily basis. Even so, the tray icon 
makes it possible to start backups out-
side of the specified cycles 
and, if desired, to in-
quire about status 
(Figure 4) and 
pause a backup 
that is running.

If a file on the 
client has mistak-
enly been deleted 
or changes have been 
made that cannot be 
undone, you can easily 
download the relevant 
backup from the web inter-
face from the Backups 
menu. However, 
you will find 

Figure 3: The Activities overview in the web interface keeps you informed about the current storage allocation 

and jobs that are running or completed.
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types of backups is the ease of restoring data 
to a new hard drive. A file for restoring the im-
ages is on the Download page under Bootable 
restore CD/ USB stick [9]. This file installs a 
bootable mini-system on a USB stick. Once 
booted, the system contacts the UrBackup 
server and installs the image from there.

Unlike Linux, Windows is never able to 
separate user data from system data cleanly, 
which can sometimes lead to considerable 
difficulties because user files in the image 
backup could be older or newer than the cor-
responding files in the normal backup. Luck-
ily, UrBackup also lets you extract individual 
files from the image backup to iron out po-
tential errors. Details of this technique are 
found in the administration manual.

ConClusIon
UrBackup by no means represents a perfect 
solution. However, the service is an uncompli-
cated and practical system for backing up data 
in the home setting. Once installed, it usually 
requires no further attention. The costs for the 
necessary equipment, a Rasp Pi and an exter-
nal hard drive, are very reasonable.

Regular backups are a good idea. Threats 
associated with viruses and Trojans should 
be taken seriously, even under Linux. More-
over, no magic charms can counteract hard-
ware defects or accidental deletes, even for 
Linux users.  ● ● ●

that it is possi-
ble to click on 
the individual 
backups only 
after touching 
them with the 
mouse cursor 
(Figure 5). The 
client down-
loads individ-
ual files di-
rectly. An en-
tire folder gets 

downloaded as a ZIP file.

tIps and trICks
Although incremental backups usually take 
just a few minutes, complete backups require 
significantly more time, in part because of the 
greater data volume. Moreover, Windows does 
not permit the background service to utilize the 
entire performance capacity of the computer. 
Although UrBackup prevents the Windows PC 
from switching automatically into sleep mode, 
you should still schedule at least one night for 
a complete backup. UrBackup optimizes the 
space required by the files on the server with 
hard and soft links, greatly reducing the fre-
quency of complete backups.

In addition to conventional backups, Ur-
Backup can also create partition images or so-
called image backups. The advantage of these 

Figure 5: To restore data and directories, just click in the web interface.

[1]  Duplicati: http://  www.  duplicati.  com/
[2]  UrBackup: https://  www.  urbackup.  org
[3]  WD 314GB PiDrive: http://  wdlabs.  wd.  com/ 

 products/  wd‑pidrive‑314gb/
[4]  WD 1TB PiDrive:  

http://  wdlabs.  wd.  com/  products/ 
 wd‑pidrive‑1tb‑kit/  default.  aspx? 
 language=en

[5]  WD PiDrive case: http://  wdlabs.  wd.  com/ 
 products/  raspberry‑pi‑accessories/

[6]  Intel NUC: http://  www.  intel.  com/  content/ 
 www/  us/  en/  nuc/  products‑overview.  html

[7]  “Using an External Drive as a Raspberry Pi 
Root Filesystem,” by Adafruit:  
https://  learn.  adafruit.  com/  external‑drive‑as‑ 
raspberry‑pi‑root/  overview

[8]  UrBackup server nightly build:  
http://  raspberrybuild.  urbackup.  org/  nightly/

[9]  UrBackup Download page:  
https://  www.  urbackup.  org/  download.  html

INFO

Figure 4: Access the status request function from the tray icon with a 

Windows client.
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