
Using upribox to protect online privacy

 Data Controller
Online tracking and invasive advertising are annoying facts of life for many users. Upribox 

intercepts these activities and blocks them from getting to the user’s end device. By Erik Bärwaldt

straightforward, and many users find them-
selves out of their depth. Upribox [1] can 
offer assistance. Taking its name from the 
idea of a “usable privacy box,” upribox is 
built with a Raspberry Pi 2 (RPi2) at its 
heart. Just a few mouse clicks create appro-
priate security solutions for a wide variety of 
scenarios.

The Idea
Upribox originated as a university proj-
ect [2] with funding from the nonprofit In-

Correctly gauging dangers on the 
Internet and taking the necessary 
steps to avoid them is an ongoing 
challenge. This is especially true 

for young users and those who are less tech-
nologically savvy. However, securing a sin-
gle computer system by adding ad and 
tracking blockers and deactivating specific 
services and content is a relatively straight-
forward task.

Hardening the local network and mobile 
end devices like smartphones is not so 
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ternet Foundation Austria (or IPA) and Net-
idee [3]. The goal of upribox is to protect 
the privacy of Internet users as efficiently 
as possible with an easy-to-operate solution 
built out of a combination of software and 
hardware.

With this mission in mind, a team of devel-
opers working with Dr. Markus Huber devel-
oped the software. They also built a small 
batch of prototypes based on the RPi2 (Fig-
ure 1), which will be followed by actual pro-
duction devices. Meanwhile, the software 
has been released as free software under a 
GPLv3 license, and it is available for down-
load. Users can easily install and test the 
software on a Raspberry Pi to make a DIY 
upribox [4].

how IT works
Once connected to the Internet, upribox gen-
erates its own wireless network and makes 
three services available to the user.

The Silent WiFi service lets the user 
browse the Internet without ads and trackers 
by filtering both tracking software and inva-
sive ads found in apps and web pages.

In creating this service, the development 
team specifically addressed the ads and 
trackers that are built directly into apps. 
These “in-app” ads have grown in use on 
mobile devices. Once the user installs this 
type of app on a smartphone, advertisements 
will appear whenever the app starts.

These obnoxious pests are not just annoy-
ing when they appear on a mobile device. 
They can also be dangerous because of their 
ability to capture both customer data and the 
exact geolocation of the smartphone or tab-
let. This means the location of the user be-
comes part of the information collected by 
the app. These collection capabilities allow 
entities associated with such apps to create a 
geotracking profile of the user.

The second upribox service is the Ninja 
WiFi mode, which creates anonymous access 
to the Internet via the Tor [5] network and 
works alongside the ad and tracking filters. 
This mode is designed primarily to avoid at-
tempts at censoring and to prevent overly cu-
rious providers from investigating the brows-
ing habits of the user.

The third service is an operating mode, 
which makes it possible to use upribox as a 
VPN server, thereby providing protection for 
the user who accesses the Internet via public 
hotspots.

The advantage to an external privacy solu-
tion like upribox is that it significantly reduces 
administrative work for the end user by obvi-

ating the need for installing browser-depen-
dent add-ons on each computer, tablet, and 
smartphone. Efficiency is also increased when 
browsing is protected from obtrusive advertis-
ing. These ads can inflate a page so much that 
actual content becomes difficult to find. With 
the use of upribox, the ads disappear from the 
screen, thereby letting pages build faster be-
cause of the decrease in data volume.

The developers only used free software for 
the project. The technology built into the sys-
tem is proven, such as the domain filter real-
ized via Dnsmasq. Together with blacklists 
comparable to those used in the Firefox ex-
tension Adblock Plus, the filter hides un-
wanted content. The proxy server is also uti-
lized to block URLs based on their content. 
The VPN server uses the OpenVPN protocol 
and offers secure, encrypted communication.

The technologies are kept transparent for 
the benefit of the end user. As a result, upri-
box does not need any additional manual 
configuration.

Problems
Currently, the best platform for the upribox 
software is a RPi2. Its hardware is suffi-
ciently powerful to allow for ad-free brows-
ing without impinging on speed. The user 
will need a microSD card for use as bulk 
storage for the system with at least a 4GB 
capacity.

The brand new RPi3 is not yet suitable for 
use with upribox software because the soft-
ware does not support the integrated WiFi 
adapter found on the new Rasp Pi. For a 
WiFi stick, the project team recommends the 
TL-WN722N [6] from TP-Link. This stick has 
been around for several years; it supports the 
common WiFi standard 802.11b/ g/ n and has 

Figure 1: Currently, the hardware edition of upribox is still a prototype that sits in a white 

housing. (Photo: Raphaela Raggam, St. Pölten University of Applied Sciences)
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Sending and receiving quality of the WiFi 
stick can also present problems. Nano-
sticks have a nifty appearance when used 
as a client adapter on a notebook because 
of their diminutive size; however, they are 
not suitable for use as an access point be-
cause of limited capabilities in sending and 
receiving.

Thus, it’s a good idea to use a WiFi 
adapter for upribox that is equipped with an 
external antenna. You should look for a high-
gain antenna, which has a larger external an-
tennae and shows significantly better perfor-
mance than the mini-adapters, which have 
an integrated antenna.

InsTallaTIon
To get upribox ready for startup, you first 
download the ZIP image from GitHub [4]. 
After decompressing the archive, the user 
should transfer the approximately 3.2GB 
image file to the mounted SD card using the 
following command:

$ dd if=/<Path/to/Image> of=/dev/<Device> bs=4M

The name <Device> should be replaced by 
the device name of the microSD card. Typi-
cally, this will be mmcblk0 or sdb. Take care to 
enter just the device name and not partition 
names.

After transferring the image, you can start 
the Raspberry Pi from the newly minted 
memory card and log in with the username 
upri and the password changethedefaults!. 
Remember to connect the Rasp Pi to the In-
ternet before booting; otherwise, the start 
will not be free from errors.

Afterward, you should switch to another 
computer with WiFi capabilities and bring 
up the list of wireless networks available in 
the area. The entries upribox and ninja-upri-
box should appear in this list (Figure 3).

The upribox network incorporates a hard-
ened WiFi that blocks advertisements and 
tracking software on web pages requested by 
the browser. The ninja-upribox WiFi handles 
all of the data traffic going out over the Inter-
net by using the Tor network. This makes the 
user invisible and untraceable. Both net-
works have been preconfigured.

A precondition to permanent protection 
from trackers and ad networks is that the 
user maintain current filter lists. For this rea-
son, upribox executes updates once every 
four hours. Not only do these updates in-
clude filter lists, they also include software 
updates that are automatically stored on the 
SD card. This procedure immediately closes 

an external an-
tenna.

If the user has to 
make do with a 
different WiFi 
stick, the team 
identifies some im-
portant require-
ments to be con-
sidered when se-
lecting one. The 
adapter has to sup-
port access point 
(AP) mode, be-
cause the box uses 
the stick to gener-
ate its own WiFi 
network. Many of 
the Linux-compati-
ble WiFi chipsets 
cannot handle AP 
mode, usually be-
cause of either re-
stricted firmware 
or missing driver 
functions.

Also, many manufacturers do not mention 
the type of the chipset in the technical speci-
fications for their WiFi components. As a re-
sult, it can be unclear whether a specific 
WiFi stick is suitable for use with upribox. 
Therefore, the user wanting to purchase a 
WiFi module should first figure out which of 
the common chipsets works in AP mode. The 
user should then determine which chipset 
version has been integrated into the module.

Some caution is necessary when looking at 
WiFi sticks offering a SoftAP mode. As a 
rule, this mode is not compatible with the 
HostAP demon used under Linux. A USB 
dongle operating in this incompatible mode 
could not generate a WiFi network for upri-
box. The user can check with practically all 
Linux distributions to see whether they sup-
port AP mode for WiFi sticks that the user 
might already own.

You can check whether support exists by 
entering

iw list | grep AP$

at the command line for an inserted WiFi 
stick. If no output appears, the adapter does 
not support AP mode. The readout * AP, on 
the other hand, indicates that the AP mode is 
functioning correctly. In testing, I identified 
only the official Wi-Pi adapter and the TP-
Link TL-WN722N stick (Figure 2) as compo-
nents supporting AP mode.

Figure 2: The TP-Link stick and Wi-Pi USB WiFi adapter also work in 

AP mode and are compatible with Upribox.

Figure 3: Once started, the access 

points of the Upribox appear on the 

client computer in the list of 

available WiFi networks.
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all security gaps. In essence, this is a type of 
rolling release operating system that requires 
no user intervention.

ChangIng The Password
To establish a connection to one of the two 
WiFi networks, you enter the key changeme 
for the initial authentication of each network. 
This key needs to be changed as soon as pos-
sible after the first successful connection.

Because it’s easy to configure upribox via 
the user’s web server, you should next open 
a web browser and enter http://  upri.  box in 
the address line. On the start page that 
comes up, log in with the default credentials 
upri and changethedefaults! (Figure 4).

You should now see a nicely organized 
and tidy interface. The default password can 
be changed via this interface. The fields for 
entering the new password are located un-
derneath the SSID for the currently active 
network. Right-click on the change button 
next to the indicator for the WiFi configura-
tion and set the new password. The action 
is completed when the save button is 
clicked.

The system will not accept passwords that 
do not have the requisite minimum of eight 
characters and do not contain a mix of let-
ters, digits, or special symbols. After entering 
a compliant password, upribox automatically 
configures the WiFi network and then rees-
tablishes the connection. Closing and open-
ing both networks is accomplished by click-
ing on either the enable or the disable button 
on the relevant settings page.

The nInja mode
The ninja-upribox WiFi network transpar-
ently channels all of the data traffic via the 
Tor network. This process may result in a no-
ticeable decrease in speed because of limited 
bandwidth in the Tor network. This happens 
especially when several users are concur-
rently accessing the Internet.

In light of this issue, the upribox settings 
page for the WiFi network explicitly recom-
mends that local computer systems use the 
Tor browser bundle. The bundle consists of 
the Tor client and a preconfigured and modi-
fied Firefox browser. It establishes connec-
tions exclusively via the Tor network. The 
Tor browser can be used without any prob-
lems with the upribox WiFi network, which 
hides ads.

VPn serVer
Upribox has another operating mode that 
permits use of an OpenVPN server. This 

type of server provides mobile security for 
the user. The mode is activated by switch-
ing to the administration screen and click-
ing on the enable button underneath each 
of the two WiFi options right next to the 
indicator VPN.

To connect with upribox via VPN, you first 
need to install the OpenVPN package on the 
client computer and configure a suitable cli-
ent file containing keys and certificates to-
gether with other parameters. This profile file 
is set up in the upribox web interface by 
clicking on the create new profile button and 
then entering the profile name and domain. 
Next, click generate.

Upribox now sets up the profile file con-
taining the newly generated key and certifi-
cates and makes it available for download. 
If you have multiple profiles, these will ap-
pear in a list that allows the selection of the 
appropriate profile. When using a smart-
phone as a client, you have the option of 

Figure 4: The developers intentionally kept the administration interface for Upribox simple.

Figure 5: The VPN mode allows the user to create several profiles for various users and devices.
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just two walls. This means that the Wi-Pi 
stick user would have to count on reception 
difficulties when larger distances and multi-
ple barriers are involved.

Upribox requires no maintenance because 
of the conscientious work put in by the proj-
ect team. The system works entirely on its 
own once the access data has been specified 
and the user has been authenticated via new 
passwords.

ConClusIon
As amply demonstrated by upribox, the 
Raspberry Pi is well suited for use as a WiFi 
access point with an integrated proxy server 
and content filters, thus increasing browser 
security. The most important advantage of-
fered over a corresponding hardened single 
computer is that upribox provides effective 
protection for all end devices against inva-
sive trackers and ads. The protection applies 
independently of operating system, browser, 
and extensions that have been installed.

The VPN server function also contrib-
utes to security for a user browsing via a 
public hotspot. Moreover, the server does 
not require time-consuming software con-
figuration efforts. The administration is 
basically limited to changing passwords 
for WiFi access.

One shortcoming is the sparse documenta-
tion for the project. Less technologically 
savvy users would probably appreciate infor-
mation about WiFi adapters suitable for set-
ting up an access point. The developers have 
already made a step in the right direction by 
releasing the software as open source soft-
ware. Feedback from the community should 
help the developers evolve and improve the 
software quickly.  ● ● ●

receiving the profile as a QR code by click-
ing on the corresponding button (Figure 5).

Once the VPN service has been started on 
upribox, the user should use the profile file 
generated by the server to configure the 
VPN connection on the client. The next step 
is to activate access to the virtual network. 
At this point, it becomes possible to com-
municate with upribox from any public 
hotspot over a secure virtual network via a 
VPN connection. Thus, you can take advan-
tage of the benefits offered by upribox while 
out and about.

sTaTIsTICs
In addition to the small number of config-
uration options, the upribox interface of-
fers a statistics button at the lower left of 
the browser window. Once clicked with 
the mouse, a graphic appears that displays 
a period of several months and indicates 
the amount of blocked data during the 
time period.

The page also lists URLs that have been 
blocked. The numbers following the address 
for each URL indicate how often the URL has 
been blocked by the software. This lets the 
user draw conclusions about how wide-
spread certain ad networks are.

PraCTICe TesT
In testing, I was unable to find any difference 
when comparing this setup to a hardened 
Firefox browser running on a single note-
book where the add-ons Adblock Plus and 
Ghostery had been installed for blocking ads 
and trackers. Page build speed on upribox 
stayed the same, and the filters reliably 
blocked undesired content. However, as ex-
pected, when using upribox in Ninja mode, 
the data transfer rate over the Tor network 
dropped sharply.

Also, an observable loss of speed occurred 
on the notebook with the Tor browser bun-
dle. This was probably caused by the proper-
ties of the Tor network. Upribox showed pos-
itive results for excellent reliability during 
continuous operation. There were no crashes 
or hang ups when upribox ran continuously 
for several weeks. WiFi generation worked 
successfully and without any interruption 
with both USB adapters.

Nonetheless, I recommend use of the TP-
Link adapter in larger spaces because it of-
fers a noticeably better send and receive sig-
nal than the smaller Wi-Pi stick because of 
its external antenna. With the Wi-Pi stick, I 
found that the signal became weaker by 
about 55 percent once it had to pass through 

[1]  upribox: https://  upribox.  org

[2]  St. Pölten University of Applied Sciences: 
https://  www.  fhstp.  ac.  at/  de

[3]  Netidee:  
https://  www.  netidee.  at/  netidee‑home/

[4]  upribox download: https://  github.  com/ 
 usableprivacy/  upribox

[5]  Tor: https://  www.  torproject.  org/

[6]  TP-Link TL-WN722N: http://  www.  tp‑link. 
 com/  en/  products/  details/  TL‑WN722N.  html

[7]  List of WiFi chipsets and their functions: 
https://  wireless.  wiki.  kernel.  org/  en/  users/ 
 drivers

[8]  Wi-Pi adapter:  
http://  www.  amazon.  com/  Wi‑  Pi‑  Raspberry‑ 
 802‑  11n‑  Wireless‑  Adapter/  dp/  B00BDW6D7I

INFO
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