
Creating a 3G hotspot with the Raspberry Pi

 Do It Yourself
WiFi is available for free in so many public places that Internet access via a 

UMTS mobile cellular system would appear to be unnecessary. However, a 

Raspberry Pi with a UMTS stick can create a personal hotspot that creates 

independence from public WiFi networks. By Bernhard Bablok

workmanship, and the user interface. Many 
models come with an integrated OLED dis-
play that lets you see information about the 
status of various operations.

Some manufacturers market very inex-
pensive devices like the TP Link TL-
MR3020 [1] as a mobile router, but if you 
look at the fine print for this type of router, 
you will learn that you need your own 
UMTS USB stick to use the device. With this 
state of affairs, why not just bypass the in-
expensive devices and use your own UMTS 

A UMTS router splits mobile data 
connections among several de-
vices. Using a Raspberry Pi and a 
UMTS stick, you can construct 

your own UMTS router. These router systems 
are commercially available at a low cost, 
starting at $45. 

They use a SIM card for mobile access to 
the Internet and typically generate a WiFi 
network for up to five devices at one time. 
Differences in price are based on the capacity 
of the integrated battery, the quality of the 
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stick to create a mobile router? The Rasp-
berry Pi has no problems with this task with 
the right equipment. Because the Rasp Pi it-
self is more expensive than off-the-shelf mo-
bile routers, the Rasp Pi router cannot com-
pete in terms of price, but if you already 
have a Rasp Pi at hand, then the price com-
parison looks quite different.

Components
A second-generation Raspberry Pi (RPi2) is 
ideal for this project. However, it is also pos-
sible to use a Rasp Pi Model B+. Of major 
importance is the ability for the Rasp Pi to 
deliver enough power to the USB connection, 
because a UMTS stick usually surpasses the 
capacity of a first-generation Rasp Pi (RPi1). 
One remedy for the capacity shortage would 
be to use a powered hub, but this solution 
would place limitations on mobility.

UMTS sticks can be purchased at a low 
price online or from a local electronics 
store. It might be true to say that the older 
the stick the better your chances for suc-
cess. Although manufacturers very rarely 
guarantee support for Linux, the Linux com-
munity has taken care of compatibility is-
sues for older sticks. Most WiFi sticks sup-
ported by Linux are suitable for the WiFi 
network envisioned by the project presented 
here. However, it is important to remember 
that the WiFi device will be working not 

just as a client: It 
will also function 
as an access point. 
Although the pop-
ular Edimax EW-
7811Un [2] might 
fall short, in this 
article, I describe a 
workaround.

A possible work-
around that often 
turns out to be fea-
sible is a mobile 
power supply in 
the form of a larger 
backup battery that 
would typically be 
used for a smart-
phone or tablet. 
One advantage to 
this set up is that 
the user can posi-
tion the Rasp Pi 
hotspot near a win-
dow for optimal 
UMTS reception or make an outdoor space 
into a WiFi zone. The power bank you use 
needs to deliver sufficient power to the 
Rasp Pi and its peripherals. Ideally, this 
should be more than 2A. The battery also 
has to last. You can find a compatible battery 
pack starting at $15. Figure 1 shows the com-

Figure 1: The Raspberry Pi in use as a 3G router with a WiFi dongle 

and a UMTS stick. A backup battery for s smartphone or tablet can 

make this setup mobile.

Figure 2: This shows the schematics for the network configuration. The computer connected to the Ethernet 

port and the devices connected via WiFi all access the Internet via the UMTS connection.
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via a cable that is connected to the home 
router. Using the commands in Listing 1, you 
can quickly install all of the necessary pack-
ages.

Now it is time to pay attention to router 
functions. The first step is to install the 
UMTS stick. These sticks typically emulate 
other devices, as well as a UMTS modem, so 
you might encounter your first obstacle here. 
For example, the stick I used had a storage 
drive for an optional internal microSDHC 
card and a mini-CD drive with an “inserted 
CD.” The manufacturer delivered the drivers 
required for Windows, as well.

At first, you will only see the storage and 
the CD drive after plugging in the stick; you 
have to send a command to the stick to acti-
vate the UMTS modem function. Typically, 
the Windows driver performs this mode 
switch. Under Linux, the software from the 
usb-modeswitch package performs this task 
when the device is plugged in. It is here that 
the chaff is separated from the wheat. If the 
Linux kernel supports the stick, you will find 
a device file such as /dev/ttyUSB0 and possi-
bly also other files with suffixes like USB1 and 
USB2. Other messages should also appear in 
the /var/log/messages logfile that indicate 
that the stick has now made a modem avail-
able.

However, be careful, because Raspbian 
sometimes misbehaves when a stick is con-
nected. See the box entitled “UMTS Sticks 
and the Rasp Pi.” If the stick you have cho-

pleted construction with a UMTS stick and a 
WiFi dongle.

network
Figure 2 shows schematics for the network 
configuration. The Rasp Pi router has three 
network interfaces: One is via the UMTS-gen-
erated WAN connection (i.e., Internet ac-
cess), another is the integrated Ethernet port, 
and the third is WiFi via a USB dongle. Con-
necting the Ethernet port and WiFi creates a 
“bridge,” which makes the private network 
of the router available to a computer via Eth-
ernet or the Rasp Pi WiFi.

The next step is to configure the UMTS 
stick. The WiFi needs to run in infrastructure 
mode and route all of the packets of the pri-
vate network. Ultimately, the Rasp Pi will 
also serve as a DHCP and DNS server for the 
connected devices, which can be accom-
plished conveniently with standard Raspbian 
applications.

To work on a network configuration and 
correct errors, you need a Rasp Pi with a 
screen and keyboard attached. The little PC 
first needs to be a normal client on its own 
network before the necessary software is in-
stalled. Later, it will have an independent 
WiFi network and Internet access of its own.

InstallatIon
To get started, you should install a standard 
version of Raspbian. As usual, you should 
burn this to an SD card and install it on first 
boot. The Rasp Pi should access the Internet 

$ sudo apt‑get update

$ su do apt‑get install usb‑modeswitch usb‑modeswitch‑data bridge‑utils ppp 
wvdial hostapd iw dnsmasq vnstat lighttpd php5‑cgi phpsysinfo php‑apc

LISTING 1: Installing Programs

In general, many UMTS sticks are compatible 
with Linux, but issues arise when a Rasp Pi is 
added to the mix. If the stick is inserted after 
booting, the mode switch works without prob-
lem. The outcome is different if the stick is in-
serted before the system boots. In short, noth-
ing will happen. The culprit here is the udev 
daemon, which is responsible for switching 
too late. The hardware on the stick is already 
initialized and udev is unaware of this. A work-
around here is to add the instruction

udevadm trigger

to the /etc/rc.local file before the last line 
containing the exit command. This causes all 
cold boot events to be re-executed so that the 
mode switch functions.

UMTS STICKS AND THE RASP PI

[Dialer Defaults]

Init1 = ATZ

Init2 = ATQ0 V1 E1 S0=0 &C1 &D2 +FCLASS=0

Modem Type = Analog Modem

ISDN = 0

Modem = /dev/ttyUSB0

Baud = 9600

[Dialer pin]

Init3 = AT+CPIN=1234

[Dialer pinstatus]

Init3 = AT+CPIN?

[Dialer umts]

Init3 = AT+CGDCONT=1,"IP","webmobil1"

Stupid Mode = 1

Phone = *99***1#

Username = random

Password = random

Dial Attempts = 3

LISTING 2: /etc/ wvdial.conf
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sen does not work right away with Linux, it 
is a good idea to do a little research over the 
Internet, where you will find instructions for 
getting many UMTS dongles to work on 
Linux. It is beyond the scope of this article to 
describe all problems that a stick can poten-
tially cause.

DIal-In
In the days before DSL, a dial-in program 
provided an Internet connection. The con-
nection was made via PPP (point-to-point 
protocol). Contemporary UMTS modems are 
based on this protocol as well. The modem 
that has been embedded in the stick dials in 
and creates a connection to a remote station. 
The pppd daemon holds the line and makes 
the Internet connection available. In the 
Rasp Pi router, this complex task is per-
formed by the WvDial dial-in program.

After installing to and plugging in the 
stick, you should call

sudo wvdialconf

once. If the stick has already been plugged in 
during the installation process, the call oc-
curs automatically. The configuration pro-
gram communicates a few basic values for 
the initialization and communication with 
the modem and then writes the results in the 
/etc/wvdial.conf file, to which you need to 
add some service provider-specific informa-
tion. Listing 2 shows an example for Tchibo 
Mobile in Germany.

The best way to find out what you need to 
add is to google wvdial and your provider’s 
name. Information about the APN settings 
for various mobile phone service providers in 
various countries can be found online [3]. 
You can enter more than one provider in the 
file if you always begin the corresponding 

sections with [Dialer 
<provider>].

Afterward, you 
should save the file, 
terminate all standard 
Internet connections, 
and call the com-
mands:

$ sudo wvdial pin
$ sudo wvdial umts

If all goes well, Wv-
Dial will start the 
pppd daemon. Using 
ifconfig, you can 
check in a second 
window to see 
whether the ppp0 In-
ternet interface is 
available. If no con-
nection has been established, the output 
from WvDial can help you find the error. It is 
sufficient to disconnect WvDial and pppd 
with Ctrl+C, because you started the dial-in 
program from a terminal window. If you re-
start the connection, you will not have to re-
enter the PIN. The second WvDial command 
can be used instead. To avoid always having 
to do a manual start of the connection, Linux 
applications can arrange for the connection 
to be established automatically.

automatIC
An entry in the /etc/network/interfaces 
configuration file (Listing 3, lines 4-8) also 
perform an automatic start with a PPP dial-in 
connection. If you only want to configure the 
network device without an automatic con-
nection, you should deactivate line 4, auto 
ppp0, by prefixing it with a hash mark (#). 
Line 7 executes the setpin script before the 

01  auto lo

02  iface lo inet loopback

03  

04  auto ppp0

05  iface ppp0 inet wvdial

06  provider umts

07  pre‑up /usr/local/sbin/setpin

08  up iptables‑restore < /etc/iptables.3ghotspot

09  

10  auto br0

11  iface br0 inet static

12  address   192.168.100.250

13  netmask   255.255.255.0

14  network   192.168.100.0

15  broadcast 192.168.100.255

16  bridge‑ports eth0 wlan0

17  bridge_maxwait 0

LISTING 3: /etc/ network/ interfaces

01  #!/bin/bash

02  # in case /dev/ttyUSB0 does not exist, wait for it at most 
30 seconds

03  let i=1

04  while ! test ‑c /dev/ttyUSB0; do

05    let i+=1

06    if [ $i ‑gt 10 ]; then

07      logger ‑s ‑t setpin "/dev/ttyUSB0 does not exist"

08      exit 3

09    fi

10    logger ‑s ‑t setpin "waiting 3 seconds for /dev/ttyUSB0"

11    sleep 3

12  done

13  

14  # check for pin and set it if necessary

15  wvdial pinstatus 2>&1 | grep ‑q '^+CPIN: READY'

16  if [ $? ‑eq 0 ]; then

17    logger ‑s ‑t setpin "SIM card is ready to use :‑)"

18  else

19    logger ‑s ‑t setpin "setting PIN"

20    wvdial pin 2>/dev/null

21  fi

22  

23  echo ‑en "sleeping for 3 seconds ..."

24  sleep 3

25  echo " done"

26  exit 0

LISTING 4: /usr/ local/ sbin/ setpin
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end for vnStat means you do not have to 
open a terminal window each time you want 
to check on usage, something I discuss later 
in the article. It is not a good idea to rely only 
on the information provided by vnStat, be-
cause the daemon only updates the database 
at scheduled intervals and the Rasp Pi does 
not have a real-time clock. The nanoPC up-
dates its system time only when it has estab-
lished a network connection; therefore, the 
assignment of data volume usage to individ-
ual days is not correct when the network 
connection is initially established.

router
The Raspberry Pi is intended to serve as both 
a router and a firewall, which means it 
should send data packets to the Internet and 
protect the internal network from outside at-
tacks at the same time. Setting up these capa-
bilities requires a bit of work. First, you need 
to add the line net.ipv4.ip_forward=1 to the 
/etc/sysctl.conf configuration file. After a 
restart, this option becomes active and for-
wards network packets at the kernel level.

In the firewall commands in Listing 5, the 
last line saves the configuration in /etc/
iptables.3ghotspot. The system then auto-
matically loads the configuration when in-
stalling the Internet interface in Listing 3 
(line 8). You can check for open ports [5] to 
make sure the system presents the smallest 
possible attack surface to the outside. Fur-
ther information on this topic is available in 
the Debian firewall wiki [6] and from other 
sources, as well.

the Internals
After you have established a connection to 
the outside, it is time to take a look at the in-
ternal network. The Rasp Pi used as an ac-
cess point and router generates its own net-
work. As explained earlier, you join WiFi and 
Ethernet together to form a bridge (Listing 3, 
lines 10-17). You should also provide the IP 
address of the router and the private network 
(e.g., 192.168.100.0/ 24 in this example). The 
bridge-utils package in Listing 1 is there only 
for purposes of documentation. Unlike Bana-
nian for the Banana Pi [7], which some users 
prefer for its better performance, this pack-
age is already installed on Raspbian.

connection is established (Listing 4). This 
small program waits up to 30  seconds for 
the modem and sets PIN as soon as it finds 
the modem. When the connection has been 
made, the command in line 8 loads a series 
of firewall rules. (More on this topic later.)

The connection should be made during 
system boot once this preparatory work is 
complete. One way to test the UMTS line is 
with:

ping ‑c 3 google.com

The commands

sudo ifdown ppp0
sudo ifup ppp0

let you terminate the connection and dial 
back in, respectively. The ifup command is 
also used if you have deactivated the auto-
matic creation of a connection. Reports on 
establishing and terminating the connection 
are always found in the /var/log/messages 
logfile. However, details on the creation of 
connections during system starts are not 
found in the log, because Linux boots the 
system long before the system logger starts 
running.

monItorIng
Typically, a service provider slows data 
throughput significantly once a predefined 
volume of data has been transmitted, so it is 
a good idea to keep an eye on this number, 
because some mobile phone service con-
tracts might charge for each additional kilo-
byte that goes beyond that level. The pro-
gram vnStat [4] monitors data volumes.

To use vnStat, you enter the command

sudo vnstat ‑u ‑i ppp0

once the WAN is established by the UMTS 
stick. This command initiates the process of 
logging data flow at the UMTS interface. En-
tering

vnstat ‑i ppp0

gets current flow statistics; however, this pro-
cess is somewhat slow. Installing a web front 

$ sudo iptables ‑A FORWARD ‑i ppp0 ‑o br0 ‑m state ‑‑state RELATED,ESTABLISHED ‑j ACCEPT

$ sudo iptables ‑A FORWARD ‑i br0 ‑o ppp0 ‑j ACCEPT

$ sudo iptables ‑t nat ‑A POSTROUTING ‑o ppp0 ‑j MASQUERADE

$ sudo iptables‑save > /etc/iptables.3ghotspot

LISTING 5: Firewall Commands
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To generate a WiFi access point, the sys-
tem needs access point software from the 
hostapd package. Unfortunately, a glitch in 
the hardware turns up here, in that not all 
WiFi chips support access point (AP) mode. 
Therefore, before you get a USB WiFi don-
gle, you should do some research to find out 
whether the one you want supports this 
mode. Moreover, some chip sets won’t func-
tion with the standard Hostapd from Rasp-
bian, even if a set does offer AP mode. In 
case of doubt, you can run some simple 
tests with:

sudo iw list

If an error message like nl802ll not found ap-
pears, then the current version of Hostapd 
does not support the chip you have chosen. 
The “WiFi AP Mode with the Realtek 
RTL8192 Chip” box describes how to get the 
WiFi chips running.

All configuration for Hostapd is in a single 
file, and you can select the path and the 
name for this file as you wish (e.g., /etc/ho‑
stapd.conf). So that the service can find the 
configuration file, you should enter it into /
etc/default/hostapd with DAEMON_CONF as 
the variable. It is a good idea to select the 
channel in line 7 according to local circum-
stances. A WiFi scanner app like Jaws [10] 
will do a fine job. 

The option exists in line 11 to turn on 
802.11n mode by changing the line to 
ieee80211n=1. With suitable devices, this will 
raise the transfer rate levels, which, however, 
could lead to an unstable connection. Line 16 
contains the WiFi password for establishing 
the connection. 

A few problem areas with respect to en-
cryption methods show up in lines 18 
and 19, especially for simpler devices like 
WiFi printers. If you do encounter difficul-
ties, you should be able to figure out how to 
resolve them by looking over the documenta-
tion or doing some simple research online.

You will be able to see whether everything 
works after restarting Hostapd with the

sudo service hostapd restart

command and taking a look at the list of ac-
tive WiFi networks in the area. One way of 
checking on your progress is to use your 
smartphone. However, you need DHCP and 
DNS servers before a connection is estab-
lished, both of which are provided by the 
network infrastructure service Dnsmasq, 
which you installed at the beginning.

Ip aDDresses
As part of the setup, you should also add a 
few lines to the Dnsmasq configuration file 
(Listing 7). Line 1, interface, makes sure the 

The Realtek RTL8192 and earlier chips are 
found in many moderately priced WiFi sticks, 
such as the Edimax EW-7811Un, which is very 
popular among Rasp Pi users. The Realtek chip 
is small in size, low priced, and offers good re-
ception. It can handle access point mode, but it 
does not work with the current version of Ho-
stapd delivered with Raspbian.

Because Realtek makes the source code avail-
able for drivers and Hostapd [8], the work-
around for this problem is easy. The forum run 
by LeMaker [9], the organization that manufac-
tures the Banana Pi, contains an entry describ-
ing all of the steps for building an executable 
version of the hostapd and hostapd_cli 
programs. For the Hostapd daemon to find the 
alternative binary when it boots, you need to 
modify the path to the file in the /etc/
init.d/hostapd boot file. Additionally, you 
should reference the manually installed 
rtl871xdrv driver in the configuration file in-
stead of the generic driver, nl80211, as shown 
in Listing 6 (line 6).

WIFI AP MODE WITH THE 
REALTEK RTL8192 CHIP 01  ssid=rpi‑hotspot

02  

03  ctrl_interface=/var/run/hostapd

04  interface=wlan0

05  bridge=br0

06  driver=nl80211

07  channel=11

08  

09  beacon_int=100

10  hw_mode=g

11  ieee80211n=0

12  wmm_enabled=1

13  ht_capab=[SHORT‑GI‑20][SHORT‑GI‑40][HT40‑]

14  

15  wpa=2

16  wpa_passphrase=secret passphrase

17  wpa_key_mgmt=WPA‑PSK

18  wpa_pairwise=TKIP

19  rsn_pairwise=CCMP TKIP

20  max_num_sta=8

21  wpa_group_rekey=86400

22  

23  ignore_broadcast_ssid=0

LISTING 6: Hostapd Boot File
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which is the DHCP client that comes acti-
vated with Raspbian.

aDDItIonal poInts
The UMTS stick connected to the Rasp Pi 
should now be ready to dial-in to the mobile 
phone network. The local network should 
also be functioning. IP addresses are as-
signed to devices that are either logged in via 
WiFi or connected to the Rasp Pi Ethernet 
port. Devices can now reach the Internet, 
which means the technical work is finished; 
however, one small point must still be con-
sidered: Operating a Rasp Pi router is not ex-
actly easy, because users must log in via the 
terminal for each action. Therefore, using a 
smartphone instead of a PC, which itself can 
be cumbersome under these circumstances, 
can be difficult.

Because of these difficulties, I installed 
lighttpd, a small HTTP server, and PHP with 
its associated software (Listing 1). Before you 
can use the server to control the system, you 
need to activate PHP and integrate a few use-
ful standard pages by calling the first two 
commands in Listing 8 once. Next, you cre-

service only gives an 
IP address to devices 
in the local network. 
In line 2, Dnsmasq re-
solves names for its 
own /etc/hosts file, 
something that is very 
practical when de-
vices found in the 
local network want 
access to one another. 
You should also desig-
nate static IP ad-

dresses for these local devices.
The dhcp‑range defines the address range 

from which the DHCP server assigns IP ad-
dresses. In this example, the server used IPs 
between 192.168.100.100 and 
192.168.100.150, where the allocation re-
mains constant for a period of 12 hours. IPs 
below 192.168.100.100 are therefore suitable 
for computers that should receive a static IP 
address. The last item to take care of is to 
call

sudo update‑rc.d ‑f dhcpcd remove

interface=br0

expand‑hosts

domain=pihotspot.local

dhcp‑range=192.168.100.100,192.168.100.150,12h

LISTING 7: /etc/ dnsmasq.conf

$ sudo lighttpd‑enable‑mod fastcgi‑php

$ sudo service lighttpd force‑reload

$ sudo ln ‑s /usr/share/phpsysinfo /var/www/sysinfo

LISTING 8: Setting Up Browser Access

Figure 3: phpSysInfo provides a great deal of information about the current status of the Rasp Pi router in the 

form of an easy-to-understand web page.
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ate a symbolic link in the webserver path to 
the phpsysinfo command [11] in line 3. This 
makes it possible to call status information 
via the browser.

If you now open the URL http:// 
192.168.100.250/ sysinfo from the local net-
work, the system will 
output a status page of 
technical information 
(Figure 3). To speed up 
the load time for this 
page significantly, make 
a small modification to 
the config.php file in the 
phpsysinfo directory /
var/www/sysinfo. All you 
need to do is to set the 
value for PSI_JS_COM‑
PRESSION to false, with-
out quotation marks, 
and the page will load in 
a flash.

The Debian package 
sources still have no 
web front end for vnStat 
data transfer statistics, 
so you need to down-
load one from the proj-

$ wget http://www.sqweek.com/sqweek/files/vnstat_php_frontend‑1.5.1.tar.gz

$ sudo tar xf vnstat_php_frontend‑1.5.1.tar.gz ‑C /var/www

$ sudo mv /var/www/vnstat_php_frontend‑1.5.1 /var/www/net

$ sudo chown ‑R www‑data:www‑data /var/www/net

LISTING 9: Setting Up vnStat Web Front End

Figure 4: vnStat logs the volume of data that has been transmitted. The web front end provides the appropriate 

dashboards.
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developing (Figure 5) on the GitHub pages 
for the project [13]. This simple interface lets 
you see the status of the connection and 
makes it possible to establish and terminate 
a connection. Additionally, you can shut 
down and restart a system. The homepage 
also contains links to the status information 
of phpSysInfo and the statistics for vnStat.

ConClusIon
With the on-board capabilities of a Rasp-
berry Pi, a USB WiFi dongle, and a USB 
UMTS stick, you can just about make a fully 
functioning 3G router. The interface might 
not be elegant, but you won’t have to deal 
with the limitations that ordinarily come 
with firmware for standard hardware. The 
project presented here is, of course, not the 
last word on what is possible. For example, 
the administration interface should be se-
cured with a password, and a capability for 
sending and receiving SMS messages would 
be nice. Technically, this would not be a diffi-
cult undertaking, but it does yield subject 
matter for a future article.

The system could also be modified accord-
ing to personal taste. For example, the simple 
proxy server Polipo [14], available as a Rasp-
bian package, decreases the transfer volume 
by caching data that is called more than 
once. On the other hand, you can use the 
Rasp Pi router as a mobile secure server or as 
a web server on your local network. If you 
replace the UMTS stick with a second WiFi 
dongle, the entire system becomes a WiFi re-
peater or a WiFi router that provides a pri-
vate network for guests.  ● ● ●

ect website [12] as a tarball and unzip the 
contents under /var/www. Using the com-
mands from Listing 9, you should download 
the version of the web front end that is cur-
rent as of September 2015, then unpack the 
archive under a suitable name and assign the 
necessary rights. 

You can now get the throughput informa-
tion that comes from vnStat with a quick 
glance at http:// 192.168.100.250/ net (Fig-
ure 4). If necessary, you can adapt the web 
page in the /var/www/net/config.php file.

For more control options for the router, 
you can look at the web front end of the 
Raspberry Pi 3G Hotspot project that I’m still 
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Figure 5: This web front end still under development controls the Raspberry Pi when it is used as 
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