
Open doors with a Raspberry Pi and RFID module

 Open Sesame
A Raspberry Pi combined with an RFID module can open doors automatically, but 

only if proper access rights are presented. By Martin Mohr

lieve. Friend or foe recognition by means of 
secondary surveillance radar was already in 
use during the Second World War. Today, 
RFID is applied to all kinds of object identifi-
cation tasks, access control, anti-theft secu-
rity, and even card payment systems.

An RFID system consists primarily of a 
transponder and a device that can read the 
transponder ID. In simple terms, the reader 
creates an electromagnetic alternating field 
that provides power to the transponder. This 
causes the transponder to influence the char-
acteristics of the alternating field in such a 
way that the reader can unambiguously iden-
tifiy the field.

The result is a contact-free exchange of 
identification information. The devices used 
for identification normally use NFC (near-
field communication), so the transponder 
must be in close proximity of the reader. In 
the project described here, the distance 
should be about 3cm.

The Door
A simple piece of plywood can be used for the 
cat door (Figure 1). The important thing to re-
member is that the door has to be 1mm 
smaller than the frame in which it will sit. You 
can attach the spacer strips to frame the door.

A small servo motor raises the door via a 
string (Figure 2, left) and lowers with the 
help of gravity. The RFID module should be 
right next to the entrance. The entire con-
struction process should only take about two 
or three hours.

rFID MoDule
The centerpiece of this project is the RFID 
module [1], which in this case is based on 
the MFRC522 chip [2]. It can be controlled 
serially via I2C or with the SPI interface. This 
RFID module only has an SPI interface, 
which the Raspberry Pi also has.

People who let their cats outdoors 
at night know how difficult it is to 
get up at 3:00am to let the cat 
back inside. The alternative is to 

build a cat door, but then you run the risk of 
inviting other animals into your home. Help 
is on the way with an RFID-controlled door 
that truly allows only your cat to get inside.

rFID Technology
Radio frequency identification (RFID) tech-
nology uses radio waves to identify objects. 
This technique is older than most would be-
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The operating voltage for the module is 
3.3V, and the power consumption is maxi-
mum 26mA, which the Rasp Pi can deliver 
easily. The module works at a frequency of 
13.56MHz, which means it can read and 
write all of the standard cards. Table 1 
shows how the module connects to the 
Raspberry Pi.

The ServoMoTor
The power supply for the servo used to 
open the door should not come directly 

from the GPIO. The motor can cause disrup-
tions that could make the Rasp Pi crash. 
Moreover, you should not connect the con-
trol wire for the servo directly to the GPIO, 
because the Pi could be seriously damaged 
in the case of a fault.

The solution for this problem is to use a 
voltage converter that generates the operat-
ing voltage for the servomotor from any DC 
power source. A simple transistor stage de-
couples the control line, which also raises 
the signal level of the GPIO (3.3V) to the op-

Figure 1: A cat door design.

Figure 2: On the left, you can see a view of the back of the door. To the right is the entrance. The RFID module is on the entrance side.
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In this project, I used an OKL-T/ 1- 
W12N-C [4] voltage converter. However, 
this relatively low-priced module only has 
an effective grade of some 90 percent and 
delivers a maximum of 1A. Although the 
module is intended for surface mounting, 
soldering it to a header makes it possible to 
use the module on a breadboard.

The voltage regulator terminal is grounded 
with a variable resistor. The value of the re-
sistor influences the size of the output volt-
age. The combination of a solid resistor and 
a 500-ohm, 10-gear potentiometer makes it 
easy to set the operating voltage for the 
servo. Typically this would be 6V.

ServoBlaster controls the servomotor. The 
commands used to install this tool are found 
in Listing 1. To load the userspace driver for a 
servomotor, you should start the server with 
the call in the last line. The ‑‑pcm ensures that 
ServoBlaster will not use the generator, which 
could interfere with the Rasp Pi sound output. 
The ‑‑invert switch inverts the signal to 
compensate for the inverted transistor level. 
You can close ServoBlaster with:

sudo killall servod

Servod creates an easy-to-use device driver. 
Using the instruction

echo 0=140 > /dev/servoblaster

you send the value 140 to servo 0, or about 
the middle position for the project presented 

erating voltage of the servo (Figure 3). Al-
most any NPN transistor will do; here, I used 
a BC547B [3].

Module Raspberry Pi Header Pin No.

SDA GPIO 8 (CE0) 24

SCK GPIO 11 (SCLK) 23

MOSI GPIO 10 (MOSI) 19

MISO GPIO 9 (MISO) 21

IRQ

GND GND 25

RST GPIO 25 22

3.3V 3.3V 1

TABLE 1: RFID Module to GPIO

Figure 3: The circuit diagram to connect the RFID module and servomotors to the Raspberry Pi.

$ sudo apt‑get update

$ sudo apt‑get upgrade

$ git clone git://github.com/richardghirst/PiBits.git

$ cd PiBits/ServoBlaster/user

$ make

$ sudo ./servod ‑‑p1pins=7 ‑‑pcm ‑‑invert

LISTING 1: Installing ServoBlaster

$ cd /usr/src

$ sudo wget http://www.airspayce.com/mikem/bcm2835/bcm2835‑1.42.tar.gz

$ sudo tar xvfz bcm2835‑1.42.tar.gz

$ cd bcm2835‑1.42/

$ sudo ./configure

$ sudo make

$ sudo make install

LISTING 2: Getting the C Library
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here. The value for the open door is 60, 
whereas the value for the closed door is 170. 
You will need to figure these values out on 
your own through some trial and error be-
cause servomotor models almost always be-
have slightly differently.

SoFTware
The RFID module uses the SPI interface for 
communication with the outer world. To ac-
tivate this on the Rasp Pi, you need the cor-
responding C library for the BCM2835 com-
ponent, the Broadcom chip used in the Rasp-
berry Pi 1 (RPi1) models A, B, and B+. 

You can download the library with the 
commands from Listing 2, and set it up 
under /usr/src/. The RPi2 has been sup-
ported since version 1.39 of this library, but 
you have to enable use of the Device Tree in 
the Advanced section of raspi‑config [5] 
and have a recent version of Linux. The li-
brary has tested successfully on the RPi2 
with 2015-02-16-raspbian-wheezy.

Many different programs are available on 
the Internet for accessing the RFID module. 
The choice here was to use Rc522 which is 
easy to install (Listing 3) and configure. It 
works well in the background and has a sim-
ple interface for executing various activities, 
depending on the card ID.

The call in the last line starts the program 
in debug mode where, among other things, 
it shows the IDs for the RFID transponder 
(Listing 4). You should then enter one of 
these IDs in the /etc/RC522.conf file and 
link it to an action (Listing 5). The program 
will execute the action as soon as the tran-
sponder comes into the vicinity of the card 
reader. The small script from Listing 6 
opens the door, waits 10 seconds, and closes 
it again.

concluSIon
This example of a cat door illustrates a com-
plete access control using RFID and estab-
lishes once more the versatility of the Rasp-

berry Pi GPIO. You can make several im-
provements in what is essentially a trial run 
project. For instance, the door only functions 
in one direction. Also, a cat will have to be 
amenable to letting the transponder get 
within 3cm of the card reader. Finally, you 
should build in a photoelectric barrier so that 
the door will not close when the cat is still in 
the door frame.  ● ● ●

$ cd /usr/src

$ sudo apt‑get install subversion

$  sudo svn checkout  

http://rpi‑rc522.googlecode.com/svn/trunk/ rpi‑rc522‑read‑only

$ cd rpi‑rc522‑read‑only/rc522

$ sudo gcc config.c rfid.c rc522.c main.c ‑o rc522_reader ‑lbcm2835

$ sudo cp RC522.conf /etc/

$ sudo /usr/src/rpi‑rc522‑read‑only/rc522/rc522_reader ‑d

LISTING 3: Getting the RFID Program

# /etc/RC522.conf

#

# SPI_SPEED ‑ spi clock rate in kHz. Must be >=4 and <=125000

SPI_SPEED=5000

#User id and group id (no user root allowed)

UID=1000

GID=1000

#  Path for store memory dump of UltraLight tags. File will named as serial 
number.

NEW_TAG_PATH=/tmp/

#GPIO pin (bsm2835 gpio number!) for indiction of active tasks.

GPIO=18

[b97b9a1a] sh /home/pi/door.sh

LISTING 5: Adding and Linking an RFID ID

$ cd /usr/src/rpi‑rc522‑read‑only/rc522
$ sudo ./rc522_reader ‑d
Debug mode.
Type: 0400, Serial: b97b9a1a
New tag: type=0400 SNlen=4 SN=[b97b9a1a ]
Type: 0400, Serial: 039962c7
New tag: type=0400 SNlen=4 SN=[039962c7]
Type: 0400, Serial: da9143b2
New tag: type=0400 SNlen=4 SN=[da9143b2]
Type: 0400, Serial: 503649b5
New tag: type=0400 SNlen=4 SN=[503649b5]

LISTING 4: Output of RFID IDs

# /home/pi/door.sh

#

echo 0=60 > /dev/servoblaster

sleep 10

echo 0=170 > /dev/servoblaster

LISTING 6: Waiting on the RFID

[1]  RFID module: http://  www.  tinydeal.  com/  rfid‑rc522‑rf‑ic‑card‑sensor‑module 

 ‑suite‑blue‑p‑114596.  html

[2]  Data sheet MFRC522: http://  www.  nxp.  com/  documents/  data_sheet/  MFRC522.  pdf

[3]  BC547B: http://  www.  farnell.  com/  datasheets/  410427.  pdf

[4]  OKL-T/ 1-W12N-C data sheet:  

http://  www.  mouser.  com/  ds/  2/  281/  okl‑t1‑w12‑32594.  pdf

[5]  C library for Broadcom chip: http://  www.  airspayce.  com/  mikem/  bcm2835/

INFO
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