
Analyzing sensor readings with an XBee wireless connection

 Precision
XBee modules let you take multiple sensors and build relatively 

uncomplicated wireless networks that a Raspberry Pi can then 

connect together. By Marcus Nasarek

ally, the modules can read sensor values from 
numerous ports and transmit the measure-
ment data via the network to other XBee 
modules. As a result, they offer the ideal 
foundation for evaluating data from a sensor 
network with a Raspberry Pi.

The XBee Family
XBee modules have been around for more 
than 10 years, and during that time, the 

product family has 
grown considerably in 
size. The protocol for 
the modules was origi-
nally based on IEEE 
802.15.4-2003 and was 
intended for setting up 
simple connections be-
tween two partners or 
among networks that 
each had a central hub. 
The advanced ZigBee 
protocol [2] is built on 
top of this original 
framework and can 
handle mesh networks 
with complex message 
relays. XBee manufac-
turer Digi International 
also has added a robust 
and energy-efficient 
protocol, DigiMesh [3], 
to its product line.

The XBee with its rel-
atively small 1mW 
power capacity is funda-
mentally different from 
the more powerful Pro 

Wireless sensors have been used 
in home automation setups for 
a long time. However, the pro-
cess of extracting useful infor-

mation from a multitude of sensors all operat-
ing on one frequency can be challenging. The 
XBee modules from Digi International [1] uti-
lize integrated protocols that can span large 
wireless networks and control communica-
tion among all of the components. Addition-
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Linux user for a long time. He is 
enthusiastic about scripting, 
Ruby, and creating projects with 
the Raspberry Pi.
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modules that, depending on applicable na-
tional and regional regulations, use up to 
100mW for transmission. The Pro module 
has a wider transmission range and proves to 
be more robust for professional applications. 
Additionally, the modules have a variety of 
antennae. Printed circuit board (PCB) mod-
ules feature a flat antenna that has been sol-
dered to the module. There is also a module 
with a short wire antenna (Figure 1) and a 
connector for an external antenna that can 
be used to improve transmission capacity or 
to direct the module antenna from inside the 
module cover to the outside.

PracTical Uses For The  
XBee modUle
The XBee module has 20 connections ar-
ranged at intervals of 2mm. These measure-
ments are not compatible with traditional cir-
cuit boards, which typically have a grid of 
holes spaced 2.54mm (0.1 inches) apart. 
Therefore, you will need an adapter to per-
form the first experiments with the modules. 
Simple boards, like that shown in Figure 2, 
cost about $10 [4].

The module is configured directly with the 
serial connectors, pin 2, and pin 3. This 
means that the only thing you still need is a 
serial connection to the computer. Even 
though PCs with serial ports are threatened 
with extinction, the USB TTL adapter can 
provide a good and economical substitute for 
less than $10 [5]. It is important to remember 
that a maximum 3.3V are permitted by the 
serial connectors; otherwise, the XBee could 
be damaged.

To be on the safe side, it is a good idea to 
use the somewhat more expensive adapter 
board that has a USB connector (Figure 3). 
Depending on the manufacturer, these 
boards can cost between $15 [6] and 
$25 [7]. Professional developer board 
prices start at $150 [8], but they are used 
primarily in the development of industrial 
applications.

XBee NeTworks
The ZigBee protocol makes it possible to 
span a variety of network topologies ranging 
from simple connections that exist between 
two partners to large networks consisting of 
tens of thousands of participants (Figure 4). 
The firmware for the XBee module takes care 
of the details. The developer only has to dis-
tribute roles and create the addresses for the 
network.

An XBee module assumes the role of coor-
dinator, router, or endpoint. Every network 

topology includes a coordinator that regu-
lates communication among all of the partici-
pants. Routers separate network segments. 
The modules at the edge of the network 
function as communication endpoints. The 
simplest network consists of two modules 
that include one coordinator and a router or 
endpoint.

The module firmware determines the role 
that an XBee module will assume. The firm-
ware is loaded in the module using an ap-
plication provided by the manufacturer and 
is then configured. You can flash and con-
figure the XBee module from Digi Interna-
tional with the configuration software 
XCTU [9]. The company has an introduc-
tory video [10] that provides an overview.

coNFigUraTioN soFTware
The XBee module configuration software 
only exists for Windows and Mac OS X, so 
Linux users like me have to take a loop via 
Wine, which is available in most distros. 
The command

sudo yum install wine

installs the package under Fedora. More de-
tailed instructions are set out in the “XCTU 
on Linux” box.

After starting XCTU, you should add the 
connected XBee modules to the configura-
tion. One click on the symbol found to the 
left and above the Radio Modules column 
opens a dialog for selecting the COM port for 
connecting the module. The XBee modules 
transfer symbols with a standard port speed 
of 9600 baud. Clicking Finish loads the con-
figuration module. Next, you should click in 
the left column on the entry of the indicated 

Figure 1: The XBee Series 2 Pro has 

significantly more transmission 

power and a wire antenna.

Figure 2: You need an adapter board 

to connect to traditional circuit 

boards because the XBee modules 

use non-standard grids.

Figure 3: A USB adapter board makes it possible to convert the serial connector of the XBee to USB.
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about these two firmware versions, see the 
“AT or API Firmware” box.

Pair NeTworks
After you have loaded each module with 
both the coordinator and the router firmware 
(ZNet 2.5 Router/ End Device AT Version 
1247), you need to configure the network by 
setting the Network ID in the Networking 
section. The same ID must be used for all de-
vices in the network. The standard ID, 234, 
ensures that all modules work in the same 
network according to the standard configura-
tion. If no other XBee modules are running in 
the immediate environment, nothing needs 
to be changed.

Addressing is the next important section 
of the file. This section displays serial num-
bers in the SH and SL settings. You should 
remember these values; all others will stay 
the same. When the end device is also ac-
tive – for example, because the USB adapter 
is providing power or the power is coming 
directly from pin 1 (+3.3V) and pin 10 
(GND) – then the device can be loaded wire-
lessly via the coordinator module. To Dis-
cover radio nodes in the same network, click 
on the blue symbol in the middle of the 
module.

One click on the connected module loads 
its configuration (Figure 6). Enter the val-
ues from SH and SL of the coordinator in 
the DH and DL settings of the end device 

because the end device 
has to send the mea-
surement data to the co-
ordinator. This is how 
the end device figures 
out the target address 
(Destination Address) 

XBee module to open its configuration on the 
right side.

To load the module firmware that config-
ures the coordinator, click on the Update 
Firmware symbol found above the configura-
tion settings, where you select the coordina-
tor firmware (Figure 5) that works with the 
module (e.g., version 1147 of ZNet 2.5 Coor-
dinator API). The firmware is divided into AT 
and API versions. For additional details 

Figure 4: The XBee supports extremely diverse network topologies, which in turn make a variety 

of application scenarios possible.

After downloading XCTU, you should start installation as a user 
with administration rights by invoking:

$ sudo wine 40003002_C.exe

The setup installs the software in the user directory /root/.wine/ 
drive_c/Program Files (x86)/Digi/XCTU‑NG/. To start the pro-
gram, switch into the installation directory and start XCTU.exe. The 
script from Listing 1 makes the procedure easier. Using

$ chmod 775 xctu

you can mark the script as executable. Thereafter, all you need to 
do is invoke sudo ./xctu.

XCTU accesses the serial interfaces, which are not installed auto-
matically by Wine. Connecting a serial USB adapter to the PC cre-
ates the logical device name /dev/ttyUSB0 such that the last digit 
increases by one for each generated USB adapter (i.e., /dev/tty‑
USB1, etc.). Wine requires you to link these devices to Wine in the 
/root/.wine/dosdevices directory:

$ sudo ln ‑s /dev/ttyUSB0 /root/.wine/dosdevices/com1

As a precautionary step, you should install three additional links 
for COM2 to COM4 at the same time. Now the serial ports have 
been prepared and are standing ready. At this point, it becomes 
necessary to make adaptations to the Wine configuration. This is 
done by using the Registry Editor to change the entries for the 
COM ports. You should add the path HKEY_LOCAL_MACHINE\Sys‑
tem\ CurrentControlSet\Enum\SERIAL\COM\COM1 to COM port 
COM1. There you should create two strings. One of these is 
named ClassGUID and contains the content {4D36E978‑E325‑11‑
CE‑BFC1‑ 08002BE10318}. You should enter Serial Port (COM1) in 
the second string, which is named FriendlyName. Setting up the 
other ports is accomplished in an analogous fashion, except that 
COM1 is replaced by COM2 and so forth. The contents of the string 
ClassGUID stays the same. This is simply the class designator for 
the serial ports.

XCTu on LinuX

#!/bin/bash

# Script: xctu

cd "/root/.wine/drive_c/Program Files (x86)/Digi/XCTU‑NG/"

./XCTU.exe

LisTing 1: XCTU Script
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for sending the data that has 
been captured.

caPTUriNg The 
measUremeNT 
daTa
The following example shows 
the import of the measure-
ment data on the D3 data 
port. Because this involves 
measuring voltage, you need 
to configure the ADC[2] set-
ting. If all you want to do is 
to find out whether there is 
any voltage present, set it to 
DI[3]. The other two values 
DO High[5] and DO Low[4] 
are used to configure the port 
as an output that either holds 
voltage and switches off (High) or is 
switched off and will be switched on (Low).

For the measurement to occur at a rate of 
once per second, set the IR setting to 1000. 
One click on the pencil symbol next to a set-
ting transmits the configuration to the mod-
ule. To read the incoming data, first select 
the coordinator on the left and then the con-
sole from the menubar. One click on the plug 
contact icon connects the console with the 
coordinator (Figure 7). Another click on a 
data packet displays the packet in the Frame 
details window.

Figure 8 shows the structure of the contents 
of the data packet chosen in Figure 7. The 

start value 7E is followed by 2 bytes that en-
code the length of the data packet (the check-
sum is not included). The hexadecimal value 
00 14 corresponds to a length of 20 bytes. The 
following byte 92 designates the data packet 
as a data frame, that is, an input or output 
data packet of the port. The next 8 bytes rep-
resent the ID of the transmitting device; the 
following two bytes contain the 16-bit net-
work address.

The next bytes designate the receiver op-
tions and the number of data packets (e.g., 
01 here). The following mask bytes indicate 
the evaluated digital (2 bytes) and analog 
(1 byte) ports. This is followed by 2 bytes of 

Figure 5: Selecting the firmware loads the suitable software onto an 

XBee module.

Figure 6: The XCTU configuration software for XBee modules makes it possible to perform a detailed setup of 

the firmware.

The firmware is available in two 
forms: AT and API. The type of 
serial communication that oc-
curs with the modules will de-
pend on the selection of one or 
the other. A module operating in 
AT mode interprets incoming 
data like a modem as strings, 
and it executes so-called AT 
commands; for example, the 
command mode starts with the 
string +++. The string following 
this indicator is then executed as 
an AT command. For example, 
the command ATVR would return 
the firmware version. The AT 
mode is also called transparency 
mode. The XBee module sends 
all incoming data from the con-
nections directly to the serial in-
terface.

In API mode, the module inter-
prets the data as structured 
blocks. Measurement values 
from the ports are packed into a 
data block that is then sent via 
the serial interface. The hand-
book describes the structure of 
these data blocks [12]. The first 
byte in a block is a start indicator 
(0x7E). The next two bytes spec-
ify the size of the block. The sub-
sequent structure depends on 
the block type.

The console used to diagnose 
transmitted data is integrated in 
XCTU, and it is only available 
when the module connected to 
the PC is running in API mode. 
Therefore, it makes sense to op-
erate the endpoint in AT mode 
and the coordinator in API 
mode.

AT or APi FirmwAre
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plug in an XBee module that has been con-
figured according to the instructions pro-
vided in this article and hook up the power, 
the setup transmits measurement values 
from the sensors once a second. At this 
point, it is a good idea to consider a small 
detail.

The sensors in the Seeed Studio kit de-
liver a maximum of 3.3V. This amount of 
voltage is not a problem for the XBee data 
ports. However, some modules use a 1.2V 
internal reference value for analog mea-
surements. Analog measurements range in 
value from 0 (0V applied) to 1023 (refer-
ence value voltage applied). Therefore, if 
the voltage exceeds the reference value, the 
measurement 03 FF is returned (i.e., 1023 
or the reference value).

To map the 3.3V to 1.2V, you will need a 
simple voltage divider, which consists of 
two resistors. With a divider, you can split 
the 3.3V into 2.1 and 1.2V by soldering two 

data per port. The last byte is a checksum for 
the data packet.

Every bit in the analog mask corresponds 
to an analog port. For example, the hexa-
decimal mask value 08, which is binary 
00001000, indicates that the fourth bit from 
the right is set, which means that the ana-
log values from the AD3 port were read. 
Thus, bit 1 corresponds to AD0, bit 2 to 
AD1, bit 3 to AD2, and so forth. A glance 
at the handbook shows that AD3 lies on 
pin 17.

measUriNg groUNd 
hUmidiTy
The XBee module with the router firmware 
has now been configured to take measure-
ments. Seeed Studio offers solar kits [11] 
for its modules that include a solar module, 
a basic board with USB adapter, a battery, 
and two sensors for temperature and 
ground humidity (Figure 9). As soon as you 

Figure 7: Measurement and other data are displayed on the XCTU application console.

Figure 8: The diagram illustrates the structure of an I/ O frame.
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resistors having values of 10kohm and 
5kohm together and attaching them be-
tween the sensor output and GND. Then, 
you have a maximum of 1.1V at the point of 
contact. This means the module can main-
tain a fairly accurate reference value. A soft-
ware correction cancels out any measure-
ment errors.

recePTioN wiTh a 
rasPBerry Pi
To start receiving data, you should connect 
the coordinator module to the USB connec-
tion on the Raspberry Pi with the help of an 
XBee USB adapter. The data packets you re-
ceive can then be read via the serial USB in-
terface of the Rasp Pi. For reading, you will 
need to open a console. You should install 
the special terminal program Screen and 
take a first look to determine whether every-
thing is working:

sudo apt‑get install screen
sudo screen /dev/ttyUSB0 9600

Because the data in API mode does not con-
tain printable symbols, you will see strange-
looking symbols on the screen.

The Python script in Listing 2 reads the 
serial USB interface, interprets the length of 
the data packet and analog measurement 
values, and outputs the data. The data 
packet is coded in the string

'>BHBBBBBBBBBBBBBBBBBBHB'

according to the I/ O frame structure. The let-
ter B indicates 1 byte and H indicates 2 bytes.

The Python script interprets the data read 
from a serial USB port appropriately and pro-
cesses it. Figure 10 shows an example of out-
put on a small display screen that can be 
purchased for around $20 [13]. The C library 
from Charles Hallard [14] regulates the con-
trol process. A port of the library to the Rasp-
berry Pi exists.

coNclUsioN
Working with XBee modules requires some 
practice. The reward for your investment of 

Figure 9: The solar kit from Seeed Studio lets you operate individual sensors autonomously.

#!/usr/bin/python

import serial

import struct

port = serial.Serial('/dev/ttyUSB0', baudrate=9600, rtscts=True, timeout=0.75)

data_struct = struct.Struct('>BHBBBBBBBBBBBBBBBBBBHB')

while True:

  buf = port.read(24)

  if len(buf) == 24:

    frm = data_struct.unpack(buf)

    if frm[0] == 0x7E:

      print "Data packet is %i bytes long" % frm[1]

      print "Analog measurement: %i (of 1023)" % frm[20]

port.close

LisTing 2: Reading and Writing the Serial USB
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learn about and realize. The book by Robert 
Faludi [15] offers a good introduction to 
what a user can hope to create. For exam-
ple, with programmable XBee modules, you 
can process sensor data before it is sent, 
and the use of powerful antennae can in-
crease the range of the sensor network to 
more than 100 meters.  ● ● ●

time and effort is the ability to administer 
large, distributed sensor networks with 
your Rasp Pi.

In this article, I illustrated just the basics 
of such a setup and the basics of reading re-
mote sensor data with the help of XBee 
modules. You can discover many more po-
tential applications, which are exciting to 

Figure 10: Output of the measurement data on a small display screen.
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order online:
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In case you missed  
it last time...
You ordered your Raspberry Pi... 
You got it to boot...what now?

The Raspberry Pi Handbook takes 
you through an inspiring collection of 
projects. Put your Pi to work as a:

▪  media center

▪ web server

▪ IR remote

▪ hardware controller

▪ and much more!

Discover Raspberry Pi’s special tools 
for teaching kids about programming 
and electronics, explore Wolfram 
Mathematica, and find out how to 
integrate your Rasp Pi system with 
LEGO Mindstorms.

the only raspberry pi reference 
you’ll ever need!
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