
Testing anonymebox from pi3g

 Hidden in  
 Plain Sight

Anonymebox lets you surf the Internet anonymously from any 

computer and any mobile device without installing and setting 

up Tor software on the clients. By Christoph Langner

server of the web page provider, where all 
access to the page is recorded, including time 
and originating IP address. Additionally, al-
most all webmasters use analytical tools like 
Google Analytics, and the Like Me buttons 
embedded in many websites serve to create 
detailed user profiles on Facebook, Google, 
and Twitter. As a consequence, many users 
want to take back control of their informa-
tion and seek greater anonymity on the Inter-
net. However, this is not necessarily easy to 
achieve.

Anonymity viA tor
One of the simplest ways to create more pri-
vacy is to use Tor, a so-called onion router 
system [1]. This software directs queries 
made on the Internet through a veritable for-
est of servers operated by activists via dy-
namically created connections. In Tor jargon, 
each of these way station servers is known as 
a “node.” The anonymization pathway in-
volves three nodes: The data leaves the us-
er’s computer in encrypted form and goes to 
an entry node, where the data is encrypted 
again and sent on to another Tor node in the 
network; finally, the data is routed over an 
exit node and returned to the Internet.

Each of the participating servers in the 
chain knows only the predecessor and the 
successor. This arrangement makes it impos-
sible to determine the actual initiator of a 
connection from any log data that might exist 
for an identifiable exit node. If at least one of 
the Tor servers is working reliably and there-
fore not storing any connection data, then all 
of the network traffic can be anonymized 

The Tor network provides anonymity 
on the Internet by creating convo-
luted paths for sending data. The 
complexity of the paths makes it 

impossible for website operators to identify a 
user by IP address. Anonymebox is a pre-
configured Tor router based on the Rasp-
berry Pi. The box directs all data from any 
connected device through Tor, thereby mak-
ing it easy to achieve more privacy.

Long before the Edward Snowden leaks, it 
was clear that almost all of our activities on 
the Internet are being observed. Observation 
of Internet activity begins with the web 
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with Tor. In general, the process depends on 
end-to-end encryption because the exit nodes 
are theoretically capable of inspecting all 
transmitted data. As a consequence, the 
node could fish access data or passwords out 
of the data stream.

Although Tor might at first appear to be 
complicated and inconvenient, it is actually 
easy to use. The developers offer a Tor 
Browser [2] that includes a package from the 
Tor client and a web browser based on Fire-
fox for the user to download, unpack, and 
start. The default settings for the browser 
prevent data from being stored in the cache.

The browser is also configured to remove 
cookies, block plugins like Adobe Flash, and 
ignore active web content like JavaScript. 
Otherwise, information about the user 
would become available in spite of Tor. 
Tails [3] represents a Live Linux system that 
fully integrates Tor as well as a series of en-
cryption tools.

tor in A Box
The Raspberry Pi distributor pi3g [4] offers 
anonymebox, which makes the entire pro-
cess even easier. The anonymebox kit costs 
EUR100 and consists of a Raspberry Pi 1 
Model B, a case, a 16GB SD card with a pre-
installed system, network components, and 
additional USB network cards for WiFi and 
cable networks (Figure 1). The box lets a 
computer connect to the Internet via Tor 
without going over a Tor client. This means, 
for example, that you can also surf anony-
mously with mobile devices like smart-
phones and tablets. Unfortunately, anonyme-
box does not ship to the US at this time. (See 
the “Software Only” box.)

To begin, you should connect the box to 
your router using the network cable that is 
provided; then, plug the USB WiFi module 
into one of the USB jacks on the Rasp Pi, put 
in the memory card, and as a final step, con-
nect the box to the power supply unit.

Once anonymebox is completely set up, 
you can access it by connecting to http:// 
anonymebox.local (Figure 2). The login infor-
mation for the web front end is preset as 
admin and password. You should promptly 
go to Settings and change both of these after 
your first tests. The front end does not offer 
any further settings aside from the naming of 
anonymebox.

The WiFi card in anonymebox works in ac-
cess point mode; therefore, it does not let 
you create a wireless connection between the 
box and the router, as would be possible via 
the network interface of the Raspberry Pi. In-

stead, the card generates a new WiFi net-
work. If you have not changed the basic set-
ting in the web front end, you should register 
using the password password with the WiFi 
network of the box that is called anonyme-
box.com (Figure 3). Next, you should call up 
the Tor test page [6] to find out whether your 
browser has been configured for the use of 
Tor (Figure 4).

If your computer is connected by cable to 
the router and via WiFi to anonymebox, the 
Tor test page might notify you that the con-
nection does not lead through Tor, even if ev-
erything has been correctly set up. The noti-
fication message reads, Sorry. You are not 
using Tor. If you get this message, deactivate 
the cable network interface so that your sys-
tem will send any and all data packets via 
anonymebox.

Now, whatever application you start, 
anonymebox directs all data packets through 
the Tor cascade. 
Websites like Ip-
info.io [7] or Ip-
leak.net [8] now re-
port that you, or 
rather your Internet 
IP, reside in one of 
several cities – or 
even in a foreign 
country. The ad-
dress that is re-
ported is actually 
the address for 
whichever Tor exit 
node is currently in 
use. If this happens 
to be in Holland, 
then the request for 
the web server 
being talked to also 
comes out of Hol-
land. Tor then di-
rects the data on to 
you. This is also 
what happens with 
mobile devices like 
smartphones and 
tablets. If these de-
vices use WiFi 
from anonymebox 
to get onto the In-
ternet, they can 
also be used to surf 
anonymously (Fig-
ure 5).

The achievable 
data rates are quite 
respectable nowa-

Pi3g also offers the software for 
anonymebox on their web-
site [5]. If you have a Rasp-
berry Pi that you are not using, 
you can turn it into your own 
anonymebox with the help of 
software installed via NOOBS 
instead of buying the branded 
product from the manufacturer.

soFtware only

Figure 1: Switch on anonymebox via the USB network card between 

the computer and router. Alternatively, you can log on to the WiFi 

access point of the box or use the software-only solution.

Figure 2: The web front end of anonymebox is used only for 

changing the login information for the Admin interface and for WiFi 

access.
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to call up even one website at any time. De-
pending on the exit node, some pages and 
servers also refuse to cooperate with your 
anonymous Internet access. For example, 
Google blocks some Tor nodes that it deems 
suspicious (Figure 8). Additionally, many IRC 
servers do not permit connections originating 
from the Tor network.

tor rules of ConduCt
Before you become active with Tor, you 
should first heed a few ground rules on the 
use of anonymization services. Before con-
necting to the Tor network, you should close 
all programs that transmit data in the back-
ground to the Internet (e.g., email applica-
tions or instant messaging clients). You 
should also log out of web mailers like Gmail 
and Outlook.com or social networks like Fa-
cebook; otherwise, it will still be possible to 
create a connection between the websites 
you visit and your online accounts.

days, thanks especially to the high-perfor-
mance exit nodes like those from the Chaos 
Computer Club [9]. When Tor was new, data 
would often dribble through the net at a 
speed of 50kbps. However, data 
is now transported through the 
network at single-digit megabits 
per second rates (Figure 6). 
Even file sharing should be pos-
sible with anonymebox and Tor. 
I achieved transmission rates of 
up to 1Mbps when running 
tests on downloads of various 
Linux distributions (Figure 7).

Not every route through the 
layers of Tor has such high 
bandwidth. Because Tor 
changes the route every 10 min-
utes, it could become difficult 

Figure 3: Anonymebox generates its own WiFi network so that mobile devices like smartphones 

and tablets can surf anonymously.

Figure 4: As soon as a connection to anonymebox has been established, the 

Tor Browser check should notify you that you are surfing anonymously over the 

Tor network.

Figure 5: Anonymebox makes anonymous access to the Internet 

easy. This is especially true for mobile devices like smartphones or 

tablets because they no longer need special Tor apps
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Additionally, it makes sense to install a 
web browser that you will only use for 
anonymous surfing, and you should config-
ure it with the highest possible privacy set-
tings similar to the preconfigured Tor 
Browser. Your anonymous browser should 
not create a history log. It should delete 
cookies at least by the time the browser is 
closed, and it should deactivate plugins like 
Adobe Flash.

To make these settings in Firefox, go to 
Preferences | Privacy and choose Firefox will 
Never remember history in the drop-down 
box. Under Add-ons | Plugins, click on Shock-
wave Flash and choose Never Activate from 
the drop-down.

Tor encrypts your data inside its network 
of servers. This means that any kind of unen-
crypted packet may be inspected at the very 
latest by the exit node. Login data and even 
passwords would be an easy target for shady 
exit node operators. Therefore, you should 
take care if possible always to use encrypted 
HTTPS connections. The browser add-on 
HTTPS Everywhere, developed by the Elec-
tronic Frontier Foundation [10], allows you 

to make a detour on many websites to the 
encrypted version.

ConClusion
Anonymebox provides an easy way to ex-
pand your network with anonymous Internet 
access. On a notebook, you can surf websites 
anonymously simply by logging in to the 
anonymebox WiFi access point. To surf with-
out leaving a trace, you need to set up your 
browser carefully and pay attention to cer-
tain rules of conduct. Even anonymebox 
does not assume this work for you.

Mobile devices, especially, continuously ex-
change data with the manufacturer’s server 
(e.g., Google, Apple, or Microsoft), who then 
might be able to create 
a connection between 
you and an exit node 
in spite of using Tor. 
Therefore, you should 
do without a corre-
sponding account on a 
mobile device if you 
want to use it to surf 
anonymously.  ● ● ●

Figure 6: Today, data rates have reached the megabits per second range.

Figure 7: You can even handle P2P file-sharing downloads via 

the Tor network with speeds of up to 1Mbps, as with the 

Transmission client here.

Figure 8: Google blocks numerous exit nodes belonging to the 

Tor network because these were abused in the past.

[1]  Tor project: https://  www.  torproject.  org

[2]  Tor Browser: https://  www.  torproject.  org/  projects/  torbrowser.  html.  en

[3]  Tails: https://  tails.  boum.  org

[4]  anonymebox: https://  anonymebox.  com/

[5]  Free download:  
https://  anonymebox.  com/  free‑download‑for‑raspberry‑pi/

[6]  Tor test page: https://  check.  torproject.  org/

[7]  Ipinfo.io: http://  ipinfo.  io

[8]  Ipleak.net: http://  ipleak.  net

[9]  Anonymizer of the Chaos Computer Club:  
http://  www.  ccc.  de/  de/  anonymizer (in German)

[10]  HTTPS Everywhere: https://  www.  eff.  org/  de/  https‑everywhere

InFo

anonymebox

27

Features

issue 11 RaspbeRRy pi Geek


