
Making your projects more reliable

 Patting the Dog
A watchdog timer is a great way of improving reliability for little cost in small, inexpensive 

computers such as the Raspberry Pi and Arduino. By John Shovic

sources in an Arduino. Sometimes even pro-
grammers make mistakes.

With small computers, you can give your 
device a chance to recover from faults by 
using what is called a watchdog timer 
(WDT). A WDT is an electronic timer used to 
detect and recover from computer malfunc-
tions (Figure 1). 

If the computer fails to reset the timer 
(also called “patting the dog”) on the WDT 
before the WDT timer expires, the WDT sig-
nal is used to initiate either corrective ac-
tions or simply to reboot the computer. 
WDTs are critical for remote systems such 
as the Mars Exploration Rovers and other 
space probes that are not physically accessi-
ble to human operations. Otherwise, they 
could become permanently disabled. 
SwitchDoc Labs uses an external WDT in 
the Project Curacao system [1] [2], because 
it is 3,500 miles away and inaccessible most 
of the time.

Smaller projects also can use WDTs. Just 
because a computer is close by, doesn’t 
mean it is convenient to reboot, and some-
times you just want a reliable system. Al-
though WDTs can initiate actions other than 
a reboot, I’ll just examine the reboot sce-
nario here.

WDTs have two characteristics: how long 
the timer lasts before it times out (Wto) and 
what happens when the timer times out 
(Wact). Watchdog timers come in two major 
types: internal and external. To begin, I’ll 
look at the internal timers in the Raspberry 
Pi and Arduino.

Rasp pi inteRnal 
Watchdog
The BCM2835 system on a chip that powers 
the Raspberry Pi has a WDT on board with 
20 bits, and it counts down every 16µs for a 

Computers sometimes lose their 
way. A power glitch, RFI (radio 
frequency interference), hanging 
peripherals, or just plain bad pro-

gramming can make your small computer 
hang, causing your applications to fail. It 
happens all the time. For example, how often 
do you have to reboot your PC? Not very 
often, perhaps, but once in while your Mac 
or PC will freeze requiring you to cycle the 
computer’s power.

Raspberry Pis will sometimes freeze be-
cause a task does not free up sockets or con-
sumes other system resources. Arduinos will 
sometimes freeze because of brownouts on 
the power line or a short power interruption. 
They might also freeze because they run out 
of system resources such as RAM, stack 
space, or both, which are very limited re-
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Wto of 16 seconds. This means you have to 
write to the internal WDT earlier than every 
16 seconds or the WDT will fire. To load the 
internal watchdog kernel module, run:

sudo modprobe bcm2708_wdog

Now run lsmod and look for the line in bold 
below:

Module Size Used by
bcm2708_wdog 3537 0

This verifies that the watchdog module was 
loaded successfully. Now modify /etc/modules 
to load the module on boot by running;

sudo echo bcm2708_wdog >> U
   /etc/modules

then, use the watchdog(8) daemon to pat the 
dog:

sudo apt‑get install watchdog chkconfig
sudo chkconfig watchdog on
sudo /etc/init.d/watchdog start

The watchdog daemon requires configura-
tion on the Raspberry Pi. You need to modify 
/etc/watchdog.conf to contain the following 
lines only:

watchdog‑device = /dev/watchdog
watchdog‑timeout = 14
realtime = yes
priority = 1
interval = 4

The last line pats the dog every four seconds. 
Finally, enter:

sudo /etc/init.d/watchdog restart

at the command line to set up the internal 
Raspberry Pi watchdog.

testing the Rasp pi 
Watchdog
Now, to test the internal watchdog, you edit 
a file called forkbomb.sh. Put the following 
commands in the file,

#!/bin/bash
swapoff ‑a
:(){ :|:& };:

and execute it with:

sudo sh ‑x forkbomb.sh

The fork bomb works as follows: The func-
tion is invoked twice and the pipeline is put 
in the background; each successive new call 
on the processes spawns even more calls to 
“:” (the function). This leads rapidly to an 
explosive use of system resources, slowing 
response to a halt and killing the ability of 
the Raspberry Pi to pat the WDT. If you don’t 
turn the swap drive off, the fork bomb has to 
fill that also, which makes the bomb much, 
much slower. See also the “Raspberry Pi 
Watchdog Problems” box.

aRduino 
inteRnal 
Watchdog
The Arduino is a 
much simpler ma-
chine than a Rasp-
berry Pi. However, it 
is actually easier to 
hang an Arduino than 
it is a Raspberry Pi, 
because all the code is 
single threaded on the 
Arduino. Single 
threading means that 
only one program 
runs at a time. An in-
teresting project at 
kwartzlab.ca [3] im-
plements a degree of 
multithreading on the 
Arduino.

If you only have one 
thread running at a 
time, any hangup on 
that thread will stop 
the computer. Natu-
rally, other problems 

Figure 1: Typical watchdog timer and computer setup.

The internal watchdog has several problems.

1.  The internal watchdog does NOT power cycle the sys-
tem: It reboots the Raspberry Pi. This means it does 
not restart in all conditions, especially in low-power/ 
brownout conditions often experienced with solar-
powered systems.

2.  If the Raspberry Pi takes longer to boot up than 14 
seconds, the watchdog can fire, which puts the Rasp-
berry Pi in an infinite bootup sequence. This can hap-
pen; I have done it.

3.  If you halt the Raspberry Pi (sudo shutdown ‑h now), 
the Raspberry Pi will never reboot. If your program 
does this by accident, you are finished.

4.  I have found the internal watchdog to be unreliable. I 
never could track it down, but it feels like some kind of 
conflict between userspace and kernel space.

5.  In some situations the Pi becomes unresponsive, 
but the heartbeat might still occur (e.g., high load 
situations).

6.  The internal watchdog is not completely indepen-
dent of the Raspberry Pi. Theoretically, this should 
not matter, but the Raspberry Pi running Linux is a 
complex system.

RaSpbeRRy pi Watchdog 
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To experiment with your Arduino WDT, 
build a new sketch in the Arduino IDE (List-
ing 1); however, If you are using an Arduino-
Mega 2560 or similar device, you could “soft 
brick” your device (see the “Arduino Watch-
dog Problems” box). My Arduino Uno 
worked fine with this sketch.

Let the sketch run for 30 seconds or so: 
You should never see the Arduino Rebooted 
message after startup. Then, comment out 
the RESETWATCHDOG with:

// #define RESETWATCHDOG

Now when you run the sketch (if your 
watchdog is working), you should see the 
Arduino Rebooted every eight seconds or so 
in the serial monitor. The solution to all of 
the potential problems discussed here (but 
see the “RFI Interference” box) is to use an 
external WDT. 

As I was exploring this set of problems 
with Project Curacao, I decided to build my 
own external WDT. This gave me a fixed set 
of parameters not dependent on other soft-
ware processes, in the case of the Raspberry 
Pi, or on which model I used, in the case of 
the Arduino. I decided to build an external 
dual watchdog board so I didn’t have to rely 

can cause your code to crash and the Ardu-
ino to lock up: timeouts on peripherals, 
power issues, RFI, and so on. Bad code using 
the millis() function is a classic problem. 
You need to handle the rollover at 49.5 days 
if you aren’t using a real-time clock [4].

aRduino inteRnal 
Watchdog
In this section, I will show you how to use 
the Arduino internal watchdog (if you can 
make it work). I’m not trying to be sarcastic; 
I just mean to say that many times some-
thing in the Arduino will keep the internal 
watchdog from working, so beware.

Assuming Jupiter is rising and Saturn is in 
ascension (now that IS sarcasm), here is a 
way to work with the internal Arduino WDT. 
First, the Wto of all the Arduino models is a 
maximum of eight seconds. Keep that in 
mind. Having a longer Wto covers a lot more 
sins in my opinion (Wto is 16 seconds on the 
internal Raspberry Pi watchdog, which still 
isn’t long enough for my taste), so the Ardu-
ino Wto is a bit short. I often have serial pro-
cesses that run longer than eight seconds in 
my design. Yes, you can incorporate patting 
into the code, but when you are using exter-
nal libraries, that is a pain.

01  #include <avr/wdt.h>

02  

03  #define RESETWATCHDOG

04  void setup()

05  {

06    Serial.begin(57600);

07        Serial.println("");

08        Serial.println ("‑‑‑‑‑‑‑>Arduino Rebooted");

09        Serial.println("");

10        wdt_enable(WDTO_8S);

11  

12  

13  }

14  

15  

16  void loop()

17  {

18  

19  #ifdef RESETWATCHDOG

20    wdt_reset();

21  #endif

22  

23    Serial.println("Arduino Running");

24    delay(1000);

25  

26  }

liSting 1: Watchdog Timer Test

Use of the Arduino internal watchdog is problematic at best. The Ardu-
ino watchdog has a Wto of eight seconds, so if you are downloading a 
new sketch and the old sketch has the watchdog enabled, you can get 
into an infinite reboot sequence: The watchdog expires, the bootloader 
starts, the bootload works for a while, the watchdog expires, and so on, 
ad infinitum. This is called “soft bricking,” and it is a problem I have run 
into several times. The Arduino is then worthless, but it is still running.

Some bootloaders now disable the watchdog appropriately, but be-
ware: A lot of Arduinos out there (like the Mega 2560) still don’t work. 
Although you can update the bootloader, it is not easy. The following 
are some of the problems you might encounter with the Arduino inter-
nal watchdog:

1.  The internal watchdog does not power cycle the system. It reboots 
the Arduino via the Reset line, which means it does not restart in all 
conditions, especially in low-power/ brownout conditions often ex-
perienced with solar-powered systems. I have seen this in Project 
Curacao.

2.  Soft bricking (see text).

3.  The internal watchdog is not completely independent of the Ardu-
ino, so if your code jumps to a piece of code that disables the WDT, 
you are finished. Try overwriting your stack to see what interesting 
things can happen to code in a small embedded system such as the 
Arduino.

4.  A routine (e.g., serial communications) takes more than the maxi-
mum Wto of eight seconds. Figuring out all of the possibilities and 
putting wdt_reset() calls in the right spot is difficult or, with some 
serial routines, impossible.

aRduino Watchdog pRoblemS
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turn a relay connected 
to the plus VDD 
power on a Raspberry 
Pi. A single timer may 
be used to drive a 
relay through a buffer 
transistor, or directly 
if 200ms is sufficient 
to trigger the relay 
and reset the device.

calculating the pulse 
length (Wto)
To calculate Wto, you set the 1Mohm poten-
tiometer TM1 (for Dog1) and TM2 (for 
Dog2). The length of pulse length is

 
Wto ~=1.1(RTM1 x C1 ) ~=220 sec
 

where: RTM1 is the value of the potentiome-
ter (=1Mohm) and C1=200uF.

The length of the low pulse is given by
 
Wlow ~=0.693 x R2 x C1 ~=500ms
 

where R2=3.3Kohm and C1=220uF. Wto is 
very flexible, and you can adjust it from 
about 220 to 30 seconds.

The code in Listing 2 pats the dog by hold-
ing the watchdog in high impedance mode 
and then taking it to ground. The Python 
code for the Rasp Pi is shown in Listing 3.

Version 1 of the dual WDT was designed in 
Eagle [5], and the PCB was fabricated by 
DFRobot in China [6]. Figure 4 shows the 
populated board with two independent 555-
based WDTs that can run on 3.3V or 5.0V.

on the internal WDTs (Project Curacao has a 
Raspberry Pi and Arduino that monitors the 
power system). With the use of standard 555 
timers, I got the flexibility I needed.

555 timeRs
The 555 timer is an integrated chip (IC) used 
in a variety of timer, pulse generation, and 
oscillator applications. The 555 can be used 
to provide time delays, as in a WDT, and as a 
flip-flop element for memory.

First made in 1971 by Signetics, the 555 is 
still widespread because of its ease of use, 
low price, and stability. It is now made by 
many companies in the original bipolar type, 
as well as a low-power CMOS type. As of 
2003, it was estimated that 1 billion units are 
manufactured every year.

The dual WDT (Figure 2) is based on the 
555 timer IC running in a stable mode. The 
555 timer acts as a “continuous” pulse gener-
ator. The pulse starts on power up or any 
time the trigger input (JP2) is brought to 
ground. The setting of the TM1 potentiome-
ter determines the length of the pulse (30-
240 seconds; Figure 3). 

When the pulse ends, the Arduino Reset 
output is taken to ground for approximately 
200ms, and the Pulse High output goes to 
VDD. Then the cycle starts over again. A key 
to the recovery of projects that might suffer 
from brownouts (e.g., solar systems) is to 
run the reset pulse again and again until the 
computer responds.

If the timer input is grounded (it should 
normally be in a high-impedance state), then 
the pulse is started again. Therefore, if you 
pulse the timer input (WatchDog One (Dog1) 
and WatchDog Two (Dog2) on the sche-
matic) low before the timer expires, the pulse 
never ends, so the outputs are never trig-
gered: ArduinoReset remains in a high-im-
pedance state, and the pulse output remains 
in a 0 state.

The two WDTs are independent; however, 
they can be used together. The Dog1 and 
Dog2 trigger inputs need to be wired together 
in this mode and triggered together. This 
mode allows the use of a bistable relay to 

The significant power system issues were not the only problems I en-
countered with the solar- and wind-powered Project Curacao. When the 
amateur radio folks powered up their worldwide radio contest on 
28MHz in October, I experienced significant RFI problems as well. My 
box is connected to a radio tower in Curacao and a 15-meter line that 
just happens to be about three wavelengths of 28MHz, making it a very 
good antenna. Things looked good up until the radio contest!

RFi inteRFeRence

01  #define RESET_WATCHDOG1 9

02  void ResetWatchdog1()

03  {

04      pinMode(RESET_WATCHDOG1, OUTPUT);

05      delay(200);

06      pinMode(RESET_WATCHDOG1, INPUT);

07      Serial.println("Watchdog1 Reset");

08  

09  }

liSting 2: Patting the Dog: Arduino

01  #define RESET_WATCHDOG1 18

02  def resetwatchdog():

03  

04    GPIO.setup(RESET_WATCHDOG1, GPIO.OUT)

05    GPIO.output( RESET_WATCHDOG1, False)

06    time.sleep(0.200)

07    GPIO.setup(RESET_WATCHDOG1, GPIO.IN)

liSting 3: Patting the Dog: Rasp Pi
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rather than build their own. I changed a cou-
ple of things on the board (screw connectors 
to pins headers and changed the 1Mohm re-

When I first assembled and blogged about 
the board, people immediately asked if they 
could buy a complete dual watchdog board 

Figure 2: Schematic of dual watchdog timer.
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sistor to a 1Mohm single-turn potentiometer) 
and had the board manufactured profession-
ally. The complete, fully tested board is avail-
able now at SwitchDoc Labs [7] and on Ama-
zon. Version 2 is shown in Figure 5, and Fig-
ures 6-8 are Fritzing diagrams for wiring your 
devices to the board.

What I learned by having this board manu-
factured will be the subject of an upcoming 
SwitchDoc Labs column. To summarize: The 
world has changed; you can outsource and 
manufacture your own products.

caveat!
Connecting an external watchdog to your 
Raspberry Pi and Arduino fixes many of the 
problems suffered by the internal watchdog. 
However, the examples here do not power 
cycle the device. In some rare cases, it might 
not bring your computer back from the dead, 
just as the internal watchdogs won’t. 

If you need to go an extra step, you can 
hook up either a MOSFET switch or a relay to 
the “Pulse High on Timeout” Dog outputs and 
switch off the power to the Arduino or Rasp-
berry Pi for 500ms. Doing this will perform a 
complete reset and handle these odd cases, 
which you certainly can’t do easily with the 

Figure 3: Setting Wto on the potentiometer.

Need more Linux? Our free Linux Update newsletter delivers 
insightful articles and tech tips to your mailbox twice a month.

Ft Photography, Fotolia

•   Original articles on real-world Linux

•   Linux news

•   Tips on Bash scripting and other 
advanced techniques

•   Discounts and special offers available 
only to newsletter subscribers

www.linuxpromagazine.com/mc/subscribe

LNM_LinuxUpdate_1-3h.indd   1 1/28/14   1:13:50 PM

Figure 4: Dual watchdog board, version 1. Figure 5: Dual watchdog board, version 2.

switchDoc Labs: Watchdog Timer

SkillS



internal watchdog. You can even string both 
watchdogs together to control a bistable relay, 
which takes no current to maintain in one 
state or another. My favorite kit for an inex-
pensive bistable relay is made by Ciseco [8].

next time
My next column will be a tutorial with exam-
ples on how to use an inexpensive USB-
based logic analyzer to debug your circuits 
and see what is happening on your board. 
What once was a $20,000 box can now be 
had for $200 and hooked up to a PC.

If you have a suggestion for a column or 
would like to see a specific board or product 
reviewed, please send email to raspigeek@
switchdoc.  com. If you have specific ques-
tions, please post on the SwitchDoc Blog [7] 
so everybody can learn from your question. 
I’ll be picking the best question and answer-
ing it the next SwitchDoc Labs column.  ● ● ●

Figure 7: Raspberry Pi B+ to dual watchdog version 2.

Figure 8: Arduino to dual watchdog version 2.
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inFo

Question: With the Arduino, we see lots of dif-
ferent companies producing many different 
versions. Why don’t we see that with the Rasp-
berry Pi?

Answer: The Arduino has no proprietary parts, 
so anybody can build a better, faster, cheaper, 
or lower quality unit. It’s a wild world out there. 
The schematics and all the software are com-
pletely available. In fact, in one of our next 
projects, I will be adding an on-board Arduino 
Uno-compatible processor because of the 
great tool chain available for development.

Although the Raspberry Pi software is freely 
available, because of the Raspberry Pi Founda-
tion’s agreements with the BCM2835 manufac-
turer, the most important part is not. This is 
both good and bad. You get an excellent, low-
cost, high-quality supplier in the Raspberry Pi 
Foundation, and the boards are consistent and 
work with each other, but without competition 
between various companies.

ReadeR QueStion

Figure 6: Raspberry Pi B to dual watchdog version 2.
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