
A home intrusion detection setup (sort of)

To Catch 
 a Thief

At least part of the popularity of the Raspberry Pi can be 

attributed to its high maker value; that is, a skilled maker with a 

Pi can build marvelous and beautiful things. Me? Not so much, 

but I was willing to try to build a home security system with the 

stuff in my junk box. Here’s what happened … By Paul Brown

by the task ahead. All I knew was that I 
wanted to build a turret that scanned for in-
truders and, with that in mind, I started 
building.

The Rig
I built the rig, a kind of squat gantry turret 
with a rotating piece at the top (Figure 1), 
over the course of several days, scavenging 

When I started this project, I lit-
erally did not know what I 
was getting into. My mindset 
was, “It has to work because I 

have all these bits and pieces, see?” My igno-
rance about everything I was going to build 
and program was an advantage. Because I 
had no idea how much work it would entail, 
I therefore had no reason to feel discouraged 
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from a set of beams and gears I had obtained 
from a Kickstarter project reward, an old Ar-
duino set of sensors, a decommissioned web-
cam, and several bits of cardboard and Blu-
Tack®.

I figured I’d solve each problem as I came 
across it, and I’d learn about each piece sep-
arately, before moving it into the final setup 
and going on to the next bit.

Because I wanted a moving turret, the first 
thing I needed to learn about was motors.

And YeT iT Moves
My main reason for wanting a rotating turret 
was it would be waaaaay cooler than a static 
one. The hitch was that it had to move pre-
cisely to cover certain areas to scan the 
room, and that meant servos.

A word of warning: Be careful what you 
plug into your Pi in the way of motors and 
servos. One false step and you can irrepara-
bly kill your Pi. Why? Because physics, that’s 
why. To rotate a spool of copper wire, you 
need to run an electric current through an 
electromagnet (which is in essence how an 
electric motor works). When you cut off the 
electric current, the spool does not stop rotat-
ing immediately – and what does a rotating 
spool of copper create between the two poles 
of an electromagnet? An electric current, 
that’s what – an electric feedback from the 
motor that rushes back to whatever was 
powering it in the first place.

So, if you have a motor connected directly 
to your Pi, and that motor is powerful 
enough, the moment you shut it down, an 
electric current will surge from the motor to-
ward your Pi. If it’s strong enough, it can fry 
your computer.

You have two ways of avoiding this: (1) 
you can protect your board with a controller 
of some kind [1], which puts up a barrier be-
tween your Pi and the motor (as well as al-
lows you to control 16 servos in one go); (2) 
you can do what I did: Check that the servo 
you’re going to use only takes (and returns) 
a maximum of 5V, plug it in, and cross your 
fingers.

I picked a servo like the one in Figure 2 
(see it mounted in 
Figure 3). The HS-
311 is weak enough 
not to damage the 
Raspberry Pi but 
still strong enough 
to rotate the gears 
with ease.

That said, al-
though you can 
control the servo 
from the Pi (more 
about this later), 
the power the Pi 
outputs from the 
pin labeled “5V” is 
not going to be 

Figure 2: The HS-311 can be con-

nected directly to your Pi without the 

risk of frying it.

Figure 3: The servo mounted in the rig drives the rotating turret.

Figure 1: My surveillance rig, made of pieces scavenged from a construction kit, old hardware, cardboard, 

and Blu-Tack.
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to control the precise movement of radar and 
anti-aircraft artillery. Because servos can 
move to more than two positions, sending a 
1 or a 0 (i.e., HIGH or LOW signal) through a 
digital pin is not going to cut it. What you do 
is send a pulse: a quick sequence of 1s and 
0s. The frequency of the pulse determines 
the position of the servo.

The HS-311 has a range of about 180º (i.e., 
it can rotate in a semicircle). Experimenting 
with different frequencies, I determined that 
a frequency of about 550 rotated the servo to 
0º, and a frequency of about 2,450 rotated 
the servo to the 180º position. The middle 
position is halfway between those two num-
bers (i.e., 1,500).

You could use the standard GPIO Python li-
brary to control the servo, pushing out a 1, 
then sleeping for a fraction of a second, before 
sending out a 0, pausing, and then repeating 
everything all over again, gradually building a 
pulse. But this way of doing things is very er-
ror-prone, as explained in the “Why You 
Should Not Use the GPIO for Servos” box.

Fortunately, there’s a Python module spe-
cifically designed to control servos on the Pi. 
It’s called RPIO, and if you compare Listing 1 
(which uses the standard GPIO module) and 
Listing 2 (RPIO-based) [2], you’ll see how 
easy RPIO makes things. Both programs do 
the same thing in theory: move the servo all 
the way one way, then all the way in the op-
posite direction, and finally moving the servo 
to its central position.

Apart from being much shorter, RPIO al-
lows you to send a much more accurate 
pulse – no jitter!

Note the pauses (time.sleep(1)) between 
positions. When working in the real world, 
you have to allow time for physical objects to 
reach their destination. Without a pause, the 
servo would move to position 550 and then 

start rotating toward 
2,450, but before it 
got there, it would re-
ceive the message to 
move to 1,500, so it 
would never actually 
reach 2,450. Pausing 
the program for 1 
second between 
movement instruc-
tions, gives the servo 
time to get where it 
needs to go.

RPIO does not 
come preinstalled by 
default in Raspbian, 
nor is it in the reposi-

enough to move the servo. If you try (I did), 
the servo will vibrate a bit, and that’s it.

You’re going to need an external power 
source. I went for a battery holder that can 
hold six AA batteries (Figure 4). Plenty of 
these are available on the Internet, but I sal-
vaged this one from a broken toy. Was I 
afraid six batteries would burn my servo? 
Sure. I plugged it in anyway. Fortune favors 
the brave! (It worked fine.)

The servo setup is shown in Figure 5. Note 
that you have to connect the servo’s ground 
both to the battery holder’s ground AND to 
one of the Raspberry Pi’s ground pins; other-
wise, the servo will work erratically.

Now comes the tricky bit about controlling 
the servo’s movement. Servos are really old 
technology, dating back at least to WWII, 
when they were first used on a massive scale 

Figure 4: Six AA batteries mounted in a salvaged battery holder from an old toy supplied juice 

to the servo.

Figure 5: Connection diagram for the servo. The ground cable of the servo must 

connect to the battery holder ground and to one of the Pi’s ground pins.
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tories. To install RPIO, first install the Python 
setup tools, using:

$ sudo apt‑get install python‑setuptools

Then, enter

$ sudo easy_install ‑U RPIO

to download and install the module from the 
Python repositories.

And YeT iT sees
The second thing I had to deal with was vi-
sion. I could have used vision literally in my 
project by hooking up a camera and using 
the Motion [3] program to check differences 
between one image and the next, because I 
had a camera I could have taken apart. (I did 
eventually use it, but not for that purpose, as 
you can see in Figure 7.) The problem is that 
I had an ultrasonic sensor, and I wanted to 
play with it.

The sensor is an old SeeedStudio Ultra-
sonic Sensor V1.0, as shown in Figure 6. 
Originally, I thought I would have to break 
out my trusty Digispark [4], assuming the 

sensor would deliver the distance as an ana-
logical number back over the wire with the 
distance in centimeters, microns, or what-
ever.

Not so. An ultrasonic sensor is much more 
basic than that, and your software has to do 
the heavy lifting. It calculates the distance in 
the same way you would a thunderstorm: 
You send a pulse over the pin to the sensor 
that makes the speaker emit a very short ul-
trasonic blast. Then, you start counting.

When the microphone picks up the echo, 
you can calculate the distance to the nearest 
object, taking into account the speed of 
sound. Sound travels at about 34,000cm/sec. 
If the sensor captures the echo, say, 0.001 
seconds after it was sent, the pulse has trav-
eled 34 centimeters. But, the ultrasonic pulse 
travels to the object and then bounces back, 
so you have to divide that figure by two to 
get the real distance to the object: 17cm.

Many newer ultrasonic sensors have four 
pins: one for power, one for ground, and 
then an output pin that receives the pulse 
from one of the Pi’s GPIO pins and an input 
pin to capture the echo and send a HIGH sig-
nal to the Pi when it arrives. This allows you 
to set up the two GPIOs – one as output and 
another as input – at the beginning of your 
program, so you don’t have to faff about 
with that later when timing is of the essence.

But, not my V1.0! The V1.0 only has three 
pins: The sensor pin is used for input and 
output, so you have to set your GPIO to out-
put, send the pulse out, switch the pin to 
input, start counting, and then wait for the 
echo. If you’re not careful about the order in 
which you do all of the above, you’ll find 
that the pulse has come and gone before you 
start listening, and your program will loop 
forever waiting for a sonic pulse that’s al-
ready history.

01  import RPi.GPIO as GPIOimport time 
 
pin = 2 
refresh_period = 0.02 
 
GPIO.setup(pin, GPIO.OUT) 
GPIO.output(pin, True) 
 
for i in range(1, 100): 
  GPIO.output(pin, False) 
  time.sleep(0.001) 
  GPIO.output(pin, True) 
  time.sleep(refresh_period)

02  

03  time.sleep(1)

04  

05  for i in range(1, 100):   
  GPIO.output(pin, False) 
  time.sleep(0.002) 
  GPIO.output(pin, True) 
  time.sleep(refresh_period) 

06  time.sleep(1)

07  for i in range(1, 100): 
  GPIO.output(pin, False) 
  time.sleep(0.0015) 
  GPIO.output(pin, True) 
  time.sleep(refresh_period)

08  

09  time.sleep(1)

Listing 1: A Jittery Servo
01  from RPIO import PWM

02  import time

03  

04  servo = PWM.Servo()

05  pin=2

06  

07  servo.set_servo(pin, 550)

08  time.sleep(1)

09  

10  servo.set_servo(pin, 2450)

11  time.sleep(1)

12  

13  servo.set_servo(pin, 1500)

14  time.sleep(1)

15  

16  # Clear servo on GPIO

17  servo.stop_servo(2)

Listing 2: A Steady Servo

Figure 6: The rather old-fashioned 

SeeedStudio Ultrasonic Sensor V1.0 

only has three pins.

The reason you should not use the regular 
GPIO library provided by default with Rasp-
bian is because servos use pulses of highs and 
lows to move to a certain position. An exact 
timing of these pulses is fundamental to get a 
smooth and accurate positioning. The GPIO 
module cannot guarantee the precision of the 
pulses you push out from Python using a for 
loop. The result is a jitter or trembling when 
moving the servo.

Try running the code in Listing 1 (as root), and 
you’ll see what I mean.

Why you shouLd not use  
the gPio for servos
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board from a box, screwing it to the plaque, 
and then sticking the sensor to the cardboard 
with Blu-Tack. You can see the result of my 
handiwork in Figure 7.

All TogeTheR now!
The next step is making the servo and ultra-
sonic sensor work together. I decided that my 
turret would have two modes: scanning and 
surveillance. First, it would scan the environ-
ment, calculating the distance to 
objects in its 180º arch. That’s 
what’s going on in lines 25 to 
36 in Listing 4. In the 
setup() function block of 
code (lines 12-23), you call 
the scan() function three 
times (I’ll explain why 
later) and rotate the tur-
ret first counterclock-
wise, then clockwise, 
and finally counter-
clockwise again, 
measuring the dis-
tance in each posi-
tion as you go.

Real-world data is 
notably imprecise. If the servo 
is not exactly in the right place 
when taking the measure-
ment, the measurement will 
be wrong. The solution is to 
measure distances for each 
position three times, just to 
make sure (lines 16-18) 
and then average them 
out (line 21). The final 
list of measurements, 
along with the position 
at which they were 

After a lot of trial and error, I managed to 
get things to work with a program like you 
can see in Listing 3.

If you run the script with

sudo python sonar.py

it will print out the distance to the nearest 
object in centimeters, which is much cooler 
than using a tape measure.

Bear in mind that this program works for a 
sensor that has its input and output going 
through the same pin. If you have a more 
modern sensor with four pins, you will be 
able to separate the input and output onto 
two separate pins.

Mounting the ultrasonic sensor proved a 
challenge. I ended up carving a piece of card-

01  import RPIO, time

02  

03  sonic_pin=17

04  stop=time.time()

05  

06  # Shoot pulse

07  RPIO.setup(s onic_pin, RPIO.OUT, 
initial=RPIO.LOW)

08  time.sleep(0.5)

09  RPIO.output(sonic_pin, True)

10  time.sleep(0.00001)

11  RPIO.output(sonic_pin, False)

12  

13  # Capture pulse

14  RPIO.setup(sonic_pin, RPIO.IN)

15  

16  while RPIO.input(sonic_pin)==0:

17          start = time.time()

18  

19  while RPIO.input(sonic_pin)==1:

20          stop = time.time()

21  

22  # Calculate pulse length

23  elapsed = stop‑start

24  

25  # Calculate distance in cms.

26  distance = elapsed * 17000

27  

28  print distance

29  

30  # Reset GPIO settings

31  RPIO.cleanup()

Listing 3: sonar.py

Figure 7: The ultrasonic sensor is stuck to the turret using Blu-Tack. The camera is screwed to the 

plaque using the screw that held its original casing together.
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001  #!/usr/bin/env python
002  
003  import RPIO.PWM as PWM
004  import RPIO, time, random, os, shutil
005  import pygame.camera
006  from PIL import Image
007  
008  import pygame.image
009  pygame.camera.init()
010  cam = pygame.camera.Camera(pygame.camera.list_cameras()[0])
011  
012  def setup(start, end, resolution):
013  
014    distance={}
015  
016    d1=scan(start, end+1, resolution)
017    d2=scan(end, start‑1, ‑resolution)
018    d3=scan(start, end+1, resolution)
019  
020    for i in d1.keys():
021      distance[i]=int((d1[i]+d2[i]+d3[i])/3)
022  
023    return distance
024  
025  def scan(start, end, step):
026    servo = PWM.Servo()
027    servo_pin=2
028    distances={}
029  
030    for pos in range (start, end, step):
031      servo.set_servo(servo_pin, pos)
032      distances[pos]=getDistance()
033  
034    servo.stop_servo(2)
035  
036    return distances
037  
038  def moveTo(pos):
039    servo = PWM.Servo()
040  
041    servo_pin=2
042    servo.set_servo(servo_pin, pos)
043    return int(getDistance())
044  
045    servo.stop_servo(2)
046  
047  def getDistance():
048    RPIO.cleanup()
049  
050    sonic_pin=17
051    stop=time.time()
052  
053    # Shoot pulse
054    RPIO.setup(sonic_pin, RPIO.OUT, initial=RPIO.LOW)
055    time.sleep(0.5)
056    RPIO.output(sonic_pin, True)
057    time.sleep(0.00001)
058    RPIO.output(sonic_pin, False)
059  

060    # Capture pulse
061    RPIO.setup(sonic_pin, RPIO.IN)
062  
063    while RPIO.input(sonic_pin)==0:
064      start = time.time()
065  
066    while RPIO.input(sonic_pin)==1:
067      stop = time.time()
068  
069    # Calculate pulse length
070    elapsed = stop‑start
071  
072    # Get the distance in cms.
073    distance = elapsed * 17000
074  
075  
076    # Reset GPIO settings
077    RPIO.cleanup()
078  
079    return distance
080  
081  def startCam ():
082    global cam
083    cam.start()
084  
085  def stopCam ():
086    pygame.camera.quit()
087  
088  def takePic():
089    global cam
090    img = cam.get_image()
091    pygame.image.save(img, "/tmp/photo.bmp")
092  
093    im=Image.open("/tmp/photo.bmp")
094    newImName=time.strftime("%y_%m_%d_%H_%M_%S") + ".png"
095    im.save("/tmp/" + newImName)
096  
097    shutil.copy( "/tmp/" + newImName, "/home/pi/.

secretdirectory/" + newImName)
098  
099  if __name__ == "__main__":
100  
101    # Spin around and get
102    distance=setup(550, 2450, 100)
103  
104    # Start watching
105    startCam()
106  
107    while True:
108      pos = random.choice(distance.keys())
109      watched = moveTo(pos)
110      if  ( watched < distance[pos] ‑ 10) or (watched > 

distance[pos] + 10):
111        print " Something changed at %s. Original: %s, New: 

%s " % (pos, distance[pos], watched)
112        # Take photo
113        takePic()
114        distance[pos] = watched
115  
116    stopCam()

Listing 4: surveillance.py
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ber the dot at the beginning: It marks the di-
rectory as hidden.

sending PhoTos
You really don’t want the photos sitting on 
your Pi while the bad guys loot your home. 
For one thing, if the crooks become aware 
that they are being watched, they can just 
take a baseball bat to your Pi, and all your 
evidence will be lost. Additionally, it could 
be a false alarm, and you may end up call-
ing the cops because your cat managed to 
get into your room.

What you want to have is a program that 
sends the photos to your phone (e.g., via 
email). That way, you can see what’s up. 
The easiest way to send images from the 
command line is by using mutt and incron. 
The former is a command-line mail client, 
and the latter is a Linux kernel subsystem 
that allows you to monitor a directory or a 
file and then run a script when something 
changes.

By using these two tools, you can relieve 
the Python script of the time-consuming 
work of sending the pictures, and it can carry 
on watching your home.

To work with incron, you need incrond, 
the incron daemon. To install, enter:

$ sudo apt‑get install incron

This, by the way, will also start the daemon.
Next, you will have to add pi to the /etc/

incron.allow file, so the pi user (i.e., you) 
can use the incron subsystem.

I am not going to go into the depths of in-
cron in this article, mainly because I already 
wrote about it [5]. All you need to know is 
that you create a special file (called an incron 
table), state which file or directory you want 
to monitor (in this case, the secret directory 
you created earlier to store your photos) and 
what event you want to act as a trigger (in 
this case, IN_CREATE, which fires when a new 
file or directory is created within the watched 
directory); then, you link that to a script that 
sends the picture by email.

To do all this, type:

$ incrontab ‑e

at the command line to start editing your in-
cron table. Now enter the following line into 
the file,

/home/pi/.secretdirectory IN_CREATE U
  /home/pi/bin/surveillance_mail.sh U
  youraddress@gmail.com "Intruders!!!" $@/$#

taken indexed as keys, are stored in the Py-
thon dictionary construct distance.

When you’re done scanning, the turret 
goes into surveillance mode (lines 107-114). 
In surveillance mode, it rotates to random 
positions (line 108) and checks to see 
whether anything has moved from its origi-
nal position (line 110). If a sizable difference 
exists in the measurement (more than 10cm), 
the program takes a photo with the webcam, 
replaces the original value in the dictionary, 
and continues watching.

TAking Pics
Knowing that something’s up is not enough. 
You will want to know what’s up – hence, 
the camera. You’re going to need Pygame 
(installed by default) and PIL (Python Imag-
ing Library) to take and convert the pictures. 
To get and install PIL, you need to install the 
Python development packages from the 
Raspbian repositories:

$ sudo apt‑get install python‑dev 
    python3‑dev

Then, install the imaging library 
from the Python repositories:

$ sudo easy_install Image

Pygame makes controlling a 
camera easy (lines 9 and 10 
create a camera object; line 83 

switches it on; lines 90 and 91 
take a picture), but it only 

saves images in the un-
compressed BMP for-

mat. BMP pictures are 
very big and are not 
a practical format 
for sending photos 
over the Internet 
(I’ll talk about that 
later). So, in lines 
94 to 97, you con-
vert the images the 
camera takes to the 

compressed PNG for-
mat and copy it over 

to a pre-existing secret 
directory that hangs off your 

/home/pi directory (line 97).
Now that I think of it, maybe 

.secretdirectory is a bad choice for 
something you want to be incon-

spicuous. A better choice 
would be a series of random 
letters and numbers. Remem-
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#!/bin/bash
echo " " | mutt $1 ‑s $2 ‑a $3

If you look at the content of the incrontab 
file described above, you’ll see that
•	 $1 contains your email address.
•	 $2 sets the subject to Intruders!!!
•	 $3 is the path and name of the file you 

want to send.

conclusion
You’re done. All you have to do is run the Py-
thon script in Listing 4, and your surveillance 
system will start, first scanning, and later 
taking pictures of anything it considers ab-
normal. Incron and mutt will send pictures 
of miscreants automatically in the back-
ground to your inbox (Figure 8).

Although this project is more a thought ex-
periment than an effective safety system 
(there are much better ways to create a sur-
veillance system), it serves as an example of 
what a maker can achieve with stuff lying 
around the house.

If nothing else, it will help you understand 
how several technologies, including hard-
ware that is affected by or affects the real 
world, can be combined to create a complex 
project.  ● ● ●

where .secretdirectory is the name of the 
directory you created previously for your Py-
thon script to store the pictures, and your‑
address@gmail.com is your email address (it 
doesn’t have to be Gmail), preferably one 
you monitor from your smartphone.

The strange symbols at the end are re-
placed with the route to the monitored direc-
tory ($@ = /home/pi/.secretdirectory) and 
the name of the file that triggered the event 
($# = the picture the camera took and was 
stored in the directory).

The script you call is surveillance_mail.sh, 
which you will now write and use to send the 
email.

MuTT Ain’T no shAggY dog
Mutt is a classic in Unix-like operating sys-
tems and probably offers the easiest way to 
send an email with attachments (your photo) 
from the command line.

To install mutt, enter:

sudo apt‑get install mutt mutt‑patched

Suppose you want to send the picture to your 
Gmail account: You create a configuration 
file in the /home/pi directory called .muttrc 
containing the following,

set smtp_url="smtp://U
  yourgmailusername@smtp.gmail.com:587/"
set smtp_pass="yourgmailpassword"

where yourgmailusername is the username 
you use to access your account, and your‑
gmailpassword is your password. As you 
won’t be using mutt for anything but send-
ing, you don’t need any other parameter.

Now you can send a picture by typing the 
following at the command line:

echo " " | mutt youraddress@gmail.com U
  ‑s "Test" ‑a /path/to/picture.png

The echo command provides the text body 
(otherwise, mutt will open a text editor for 
you to type in, and you don’t want that) 
which is piped over to mutt proper. Mutt 
takes as a parameter the destination address 
(youraddress@gmail.com). You can give your 
message a subject with the ‑s option, and 
‑a creates an attachment out of a file on 
your disk.

After you hit Enter, the email is sent on its 
way.

Bearing in mind all of the above, your sur‑
veillance_mail.sh will look something like 
the following:

Figure 8: An Ubuntu User lowlife trying to steal 

your Raspberry Pi Geek magazines gets caught 

red-handed.
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