
The Rasp Pi serves up a tempting web server

 At Your Service!
The Raspberry Pi is a great web development tool for building home web 

servers, allowing you to experiment with Linux packages and test scripts 

locally before moving them to a production server. By Kent Elchuk

For example, most hosting companies 
use PHP in “safe mode,” but you can set 
up a Rasp Pi to run PHP with safe 
mode off. (Website security should not 
be handled at the PHP level, and be-
cause its ability to secure a website is 
largely illusory, safe_mode has been 

discontinued in PHP v5.4.0 [1].) 
With safe mode off, you can use vari-

ous functions (e.g., exec, passthru, 
shell_exec, and fopen) that let you run 

shell commands from PHP scripts and 
create files on the fly.

The shell_exec and exec func-
tions allow you to use PHP and 
the Linux command line in one 
go, bestowing many advantages, 

such as custom pages based on logfile data 
and automatic screenshots of websites, cour-
tesy of the Linux package wkhtmltopdf.

Although the Raspberry Pi might be not be 
the best option for hosting a website or blog 
with thousands of unique visitors each 
month or with a hundred active email ac-
counts sending and receiving thousands of 
messages a day, to start, it is a very good 
place to host a small website that does not 
receive tons of traffic.

In the beginning, small startup companies 
generally do not receive lots of traffic, nor are 
many of them willing to spend the money to 
fund a well-targeted Google AdWords cam-
paign to acquire instant traffic. With that in 

For those of you who have websites 
located on a shared (or cloud) 
hosting account without shell ac-
cess, the Raspberry Pi can help 

you unleash some of the power that comes 
with a virtual private server (VPS) or dedi-
cated web hosting package by giving you 
shell access and full control, in terms of 
packages and custom configuration. This 
concept alone makes it valuable to web de-
signers or developers. Le
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mind, the Rasp Pi is a valid starting point for 
hosting a website, because you can easily 
migrate to another server at a future date 
when the need arises.

Because the Raspberry Pi is nice and small, 
it is easy to connect one or more of them to 
your router to provide a resource for hosting 
websites – especially if they are built with ef-
ficiency in mind. 

Additionally, the Rasp Pi is a great device 
for gathering remote data (e.g., live web 
cams and weather stations) that can be deliv-
ered to another host. You may find that the 
Raspberry Pi is such a good device for your 
web server experiments that you end up 
hooking several of them to unused ports in 
your router.

For an experienced web developer or ad-
ministrator, the whole exercise of building a 
personally configured server could probably 
be completed within an hour, in the absence 
of any network hangups or other unforeseen 
problems. This time frame can help a non-
experienced user know what to shoot for in 
terms of efficiency.

In this article, I will show you how to get 
your website up and running and how to set 
it up so that it can be found via the domain 
name (or IP address). I also explore many 
setup and configuration possibilities that you 
might want to try to get the most out of your 
hardware on an everyday Internet connec-
tion.

The examples in this article assume you 
have you have installed Raspbian as your op-
erating system.

GettinG Started
To get the project rolling, all you need is a 
booted Rasp Pi configured with SSH enabled. 
If you did not enable it when you installed 
Raspbian, you can run sudo raspi‑config 
(Figure 1) and enable it in Advanced Op-
tions | SSH (Figure 2).

Although you can hook up everything to 
your high-definition television as a monitor 
and run the terminal to install the required 
packages, you can also use any other com-
puter on your local network to access your 
Rasp Pi through SSH. If you plan to access 
the Rasp Pi from outside your local network, 
then you absolutely need SSH enabled. If you 
are set on using the Rasp Pi as its own device 
without SSH, you will need a compatible 
keyboard and mouse.

Furthermore, if you plan to use more than 
one Rasp Pi (e.g., a Rasp Pi for backups), 
SSH allows you to connect to the main Rasp-
berry Pi from any Internet connection, from 

which you can then connect to any other 
Raspberry Pi on the local network. In simpler 
terms, having access to all Raspberry Pis 
connected to the home router makes it sim-
ple to operate everything from anywhere.

SSH BaSicS
Two common methods for connecting with 
your Raspberry Pi via SSH are to use a termi-
nal in Linux or an SSH client like PuTTY [2] 
on any of the major operating systems. Al-
though they both make SSH connections that 
allow you to create, open, modify, and save 
files easily, they do have connection and 
usage differences. For example, on Ubuntu, 
you use the command

ssh pi@example.org ‑p 22

whereas with PuTTY, you just add the host-
name and click Open. 

Some users prefer using the terminal be-
cause it has excellent copy, paste, and com-

Figure 1: Enabling SSH in raspi-config.
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you should install this tool. For those who 
use a scripting language like PHP or Perl to 
connect and interact with MySQL on a regu-
lar basis, or for those who like to run custom 
queries with MySQL, phpMyAdmin is a valu-
able tool.

PhpMyAdmin allows you to search data-
bases and tables, create and modify tables, 
and update and delete data. When you get to 
know it well, it can save you a lot of time. To 
install phpMyAdmin, enter:

# apt‑get install phpmyadmin

Choose your web server, then Tab down to 
ok and press Enter. When you’ve completed 
the installation, open phpMyAdmin with:

http://<IP or localhost>/phpmyadmin

As you will see, you will not be allowed to 
log in as root, so you’ll have to make some 
configuration changes for phpMyAdmin. To 
do so, you need to edit the config.inc.php 
file in the /etc/phpmyadmin directory (see the 
“Text Editors” box):

cd /etc/phpmyadmin
nano config.inc.php

Then, change the lines indicated in Table 1. 
After you have made these changes, you 
should be able to log in to phpMyAdmin 
with the root username and no password. Al-
though it works, this setup is insecure. In 
phpMyAdmin, you can change the MySQL 
password for future logins.

reStart apacHe
You now have what is commonly called a 
LAMP stack (i.e., Linux, Apache, MySQL, 
and PHP). As you spend time working with 
the LAMP stack, you will become very famil-
iar with the command to restart the web 
server:

# /etc/init.d/apache2 restart

Once Apache is restarted, you can type your 
local network IP address (i.e., http:// <IP 

address>) in the browser 
from any computer on 
the local network. 

To find your IP ad-
dress, use the ifconfig 
command. In Listing 1, 
look for eth0 to find the 
desired IP (here, 
192.168.0.118). If you 

mand history capabilities, and you can open 
multiple terminals at once.

LocaL WeB Server
After installing the packages discussed in this 
section, you should be able to see a test page 
in your Rasp Pi browser that confirms that 
your local web server works properly.

To begin, install Apache and PHP:

pi@raspberrypi ~ $ sudo ‑s
root@raspberrypi:/home/pi# U
   apt‑get install apache2 php5 U
   libapache2‑mod‑php5

Notice that the $ prompt is used to indicate 
you are operating as a normal user, whereas 
the # prompt indicates you are superuser 
(root), which you enter with the sudo com-
mand. Next, you can optionally install 
MySQL, an open source database:

# apt‑get install mysql‑server mysql‑client

When you install MySQL, you will be 
prompted to add passwords. If you just press 
Enter, it will continue with the installation, 
and you won’t need a password to use 
MySQL. If you take this route, you can al-
ways add and change MySQL passwords at a 
later date at the command line.

From the command line, you just type 
mysql to access the MySQL database:

# mysql

To exit mysql at the command line
1) mysql> exit

Now, you can create databases and tables 
and run many other commands specific to 
administrating MySQL.

pHpMyadMin
Another optional installation is phpMyAd-
min, which is a GUI and command-line tool 
used to administer MySQL databases. If you 
are new to MySQL or do not intend to use it 
much or at all, you can skip this option and 
move on to restarting Apache. Otherwise, 

Change Line From To
$cfg['Servers'][$i]['host'] = $dbserver; = 'localhost';
$cfg['Servers'][$i]['controluser'] = $dbuser; = 'root';
$cfg['Servers'][$i]['controlpass'] = $dbpass; '';*

//      $cfg['Servers'][$i]['AllowNoPassword'] = TRUE; $cfg['Servers'][$i] …**

* Two single quotes, not a double quotation mark.
* * Remove only the slashes and spaces at the beginning of the line.

table 1: phpMyAdmin Configuration
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are using your Raspberry Pi with a high-defi-
nition TV as a monitor, just type http:// local-
host. Your browser should show a simple 
web page that indicates the web server is 
working (Figure 2). The file that is displayed 
is called index.html, which resides in the /
var/www folder.

Now that your server works locally, it is 
time to set everything up so your domain 
name will point to this tiny Raspberry Pi.

HoStinG tHe WeBSite
To view your website from your local cafe or 
from half way across the world, you need to 
point your domain name to a specific set of 
DNS servers. Then, those DNS servers will 
need to set your domain name and a match-
ing IP address. Free services like No-IP [4] 
allow you to do this, or some web hosts 
allow you to alter DNS entries.

Please note that updates to a DNS or 
changing DNS servers can take a day or so to 
occur. If you do not take the time factors into 
consideration, you could drive yourself crazy 
troubleshooting why your website cannot be 
viewed at a particular instance in time. Nev-
ertheless, you can always make the odd 
check with proxy servers to see if your DNS 
has propagated and is viewable from another 
location.

Once the IP address and domain name in-
formation have been entered, you can set up 
your local network to show the world your 
website. Although the DNS has propagated 
and is working, your site will not be found 
until you allow port forwarding. To fix this, 
you must access your router and set the local 
IP of the Raspberry Pi to allow port forward-
ing on port 80 (Figure 3).

Now, you should be able to open a browser, 
type in your domain name, and see the same 
page you saw on your localhost when you 
typed in the Rasp Pi’s local IP address. Of 
course, your IP will be different now. 

Once you have the port forwarding set to 
port 80 for your local IP address, you can 
configure Apache and set up a virtual host 
for your domain. To begin, open the Apache 
configuration file for editing:

# cd /etc/apache2
# nano apache2.conf

Now, go to the bottom of the file and look for 
Include conf.d/. You will want to add the 
first two lines shown below; and, if you in-
stalled phpMyAdmin, you want to add all 
three of the following lines:

When you open files from the command line, 
you can use any editor installed on your Rasp 
Pi. Nano [3] is installed by default in Raspbian 
and works right out of the box. To use Nano, 
you typically move the cursor with arrow keys 
and use the Tab or shortcut keys to save the 
file or apply a different option.

•  To create or open a file with Nano, type nano 
followed by the filename:

$ nano test.html

• To add text to a file, just start typing.

• To save a file and exit, press Ctrl+O.

•  To exit Nano, with a choice of saving or not, 
press Ctrl+X.

If you would rather use the Vi editor, you need 
to install the Vim package;

$ sudo apt‑get install vim

otherwise, when you enter the vi command, 
the insert and exit commands (e.g., :q!) will 
not work properly. Many users prefer Vi as 
their command-line editor because it has so 
many time-saving commands and features.

Note that when you install a package and are 
prompted with Y or N options, always select Y 
and press Enter.

text editors

root@raspberrypi:/home/pi# ifconfig

eth0      Link encap:Ethernet  HWaddr b8:27:eb:ec:e8:11

          inet addr:192.168.0.118  Bcast:192.168.0.255  Mask:255.255.255.0

          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1

          RX packets:4510454 errors:0 dropped:8795 overruns:0 frame:0

          TX packets:3272907 errors:0 dropped:0 overruns:0 carrier:0

          collisions:0 txqueuelen:1000

          RX bytes:510930023 (487.2 MiB)  TX bytes:744465642 (709.9 MiB)

listing 1: ifconfig

Figure 2: Your web server is working.

Figure 3: Port forwarding on port 80.
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with the potential to create a 5- to 10-page 
website that can deliver the same content 
faster than other commercially hosted envi-
ronments.

Building for efficiency will be affected by 
the website files and other variables, like giv-
ing Apache a simple tune-up or caching. En-
abling mod_expires and creating a custom 
.htaccess file or using the Varnish Cache 
web application accelerator [5] can take care 
of image and file caching.

Meanwhile, if you build your website with-
out slow-loading JavaScript (or use no 
JavaScript at all), shrink your images to keep 
file sizes small, “minify” CSS [6], and mini-
mize HTTP requests by using minimal CSS, 
JavaScript, and images per page, your site 
will load at a relatively decent speed. You 
can find many quick-loading CSS templates 
online [7].

Another option for style and performance 
is to buy a beautiful, responsive HTML tem-
plate (about US$ 10), then strip out slide-
shows and JavaScript files and replace them 
with lean images.

To enable mod_expires, you use the a2en‑
mod command follow by the module name, 
which in this case is expires:

# a2enmod expires
# /etc/init.d/apache2 restart

After you enable the module, reboot the 
server again. An example .htaccess code 
snippet that can be used as your template is 
shown in Listing 3. The # (hash) tag indi-
cates a comment, so any text written after it 
on the same line is ignored.
RewriteEngine allows you to rewrite URLs; 

for now, none are being rewritten. Expires‑
Active On allows caching and sets expiry 
times for file extensions. The IfModule block 
allows you to make rules if the mod_expires 
module is enabled. For example, .jpeg file 
extensions can remain in cache for one 
month.
Files and FilesMatch (not shown) allow 

you to make rules for particular file exten-
sions. Generally, Files is good for a single 
extension, whereas FilesMatch is good for a 
group of extensions. In the code sample, 
the Files block prevents access to files with 
the .inc extension, so if you make a .inc 
file and try to open it, you will receive an 
error.

Finally, FileETag none keeps ETags from 
being sent. The redirect is commented out, 
but it is a fast and easy way to redirect all 
files to a new domain. In this case, if you un-

Include sites‑enabled/
Include conf.d/*.conf
Include /etc/phpmyadmin/apache.conf

The major change is the addition of Include 
conf.d/*.conf, which allows you to add en-
tries for each domain name you will be host-
ing. In this case, the domain name is exam-
ple.org. Obviously, your domain name will 
be something different.

To add an entry and make a config file for 
a new domain name, enter

# cd /etc/apache2/conf.d
# nano example.org.conf

then add the VirtualHost code in Listing 2. 
Once that’s done, save the file and restart the 
Apache server (/etc/init.d/apache2 re‑
start).

Note that the document root for the web-
site is /var/www/example.org. All files for the 
example.org website need to be there. Now, 
you can take a deep breath and type your do-
main name into the browser; you should see 
the index.html or index.php file (in the /var/
www/example.org folder) in the browser. At 
this point, you can actually make a website.

WeBSite efficiency
Now you can build your website just as you 
would on any other host. You can access the 
site with FTP, SFTP, and SSH to build and 
modify files.

Back in the day, with modems as slow as 
14.4Kbps, lean text websites delivered a de-
cent viewer experience. Nowadays, users 
connect under all sorts of conditions, from 
super high-speed connections with super-
computers to connections with shaky WiFi 
and older, slower laptops or PCs. Your home 
server upload speeds could be slow – gener-
ally slower than a decent hosted server de-
signed to be built for speed – so you might 
want to start thinking about efficiency.

If you are thinking 
along the lines of an 
open source CMS with 
various plugins or fancy 
templating, or running a 
shopping cart like Ma-
gento, your home server 
might be in over its 
head. However, do not 
be discouraged. You can 
achieve a level of success 
if you try to be effective 
using the hardware and 
connection you have, 

<VirtualHost *:80>

        ServerName www.example.org

        ServerAlias example.org *.example.org

        DocumentRoot /var/www/example.org

        <Directory "/var/www/example.org">

                Order allow,deny

                Allow from all

        </Directory>

</VirtualHost>

listing 2: Setting Up a Virtual Host
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commented the line, it would redirect pages 
from the domain name (i.e., example.org) to 
example.com. The deny from lines are used 
to block the specified IP addresses from visit-
ing your site. More details about mod_expires 
can be found online [8], as can information 
about MIME types [9].

teStinG perforMance
A fairly good tool to help you make your 
website perform better is the YSlow plugin 
[10] for Firefox or Chrome. With Firefox, you 
use Firebug and YSlow together.

After you install and enable YSlow, you 
can run a test that explains what is strong 
and what needs work on your website. As 
you fix the weaknesses, your grade goes up. 
In Figure 4, you can see the YSlow test for 
the default Apache server page.

WeBSite Maintenance
Now that your website is functional, the ob-
ject is to keep it up and running. With a 
home server, the main change to the Rasp-
berry Pi is to connect it to the router via a 
static IP (not DHCP). 

If you are connecting with DHCP and you 
need to reboot the router, you could easily 
end up forwarding the wrong device on the 

local network. With devices like game boxes, 
home PCs, laptops, and phones all connected 
via DHCP with varying connection sched-
ules, you will want the router to reserve a 
static IP for the Raspberry Pi. 

Besides reserving the IP with your router, 
you can set up a static IP with your Rasp Pi 
(Figure 5):

# cd /etc/network
# nano interfaces

Remember to restart Apache.
Various methods can tell you 

whether your Rasp Pi server 
is up and running. One 
method is a simple ping 
from another Linux ma-
chine connected to Inter-
net. If the ping is unsuccess-
ful, you can send yourself a 
text or email that lets you know you 
should reboot. If you run an SSH 
app on your phone, you can easily 
manage your Rasp Pi server from 
there.

Security
Web cams and other hardware can con-

nect to the Raspberry Pi, so 
you might want to create a pass-
word to protect directories and 
file(s) that you can then exam-
ine at your leisure. Using your 
Rasp Pi server for home security 
is another possibility. You could 
even add an antenna to the Rasp 
Pi and play a message over the 
radio if an invader enters your 
home – like, “Get out, I’m call-
ing the police!”

When you add hardware to a 
Rasp Pi (via the GPIO and 
ports), you can do whatever you 

# HTACCESS BEGIN

RewriteEngine On

# mod_expires

ExpiresActive On

<IfModule mod_expires.c>

    ExpiresDefault "access plus 1 month"

    ExpiresByType image/jpeg "access plus 1 month"

    ExpiresByType text/css "access plus 1 month"

    ExpiresByType text/html "access plus 600 seconds"

</IfModule>

<Files ~ "\.inc$">

    Order allow,deny

    Deny from all

</Files>

FileETag none

# Redirect 301 / http://example.com/

deny from ipaddressonetoblock

deny from ipaddresstwotoblock

# HTACCESS END

listing 3: .htaccess Snippet

Figure 4: Testing a website with YSlow.
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In this case, the backup device is another 
Raspberry Pi connected to the same router.

BaSic rankinGS
Just like a website hosted by a large web 
hosting company, your home-based website 
can be submitted to and crawled by search 
engines like Google. After you have submit-
ted the site, you can create an XML sitemap 
and submit it to Google Webmaster Tools 
[13]. 

Your site should have keyword-targeted 
web pages [14], good page titles, and ade-
quate internal and external links to subject-
appropriate websites.  ● ● ●

want with the data 
from a script or Linux 
package.

tipS and 
trickS
Now that you have a 
fully functional web 
server that can run 
scripts and serve web pages, you can indulge 
in a lot of powerful programming with this 
tiny device. As time goes on and your web 
server continues to function well, you might 
want to look around for performance tweaks 
and added functionality.

A few simple alterations that come to mind 
are making backups with rsync [11], or using 

packages like Heartbeat for IP failover 
[12]. Rsync can make backups on 

another Linux machine, 
whereas IP 

failover al-
lows an-
other 
Raspberry 

Pi or Linux 
PC to take 

over if Apache 
goes down on the 

main node. Rsync is 
very simple to use 
and set up, but inex-
perienced users 
may find creating 
IP failover more dif-
ficult and time con-

suming. If you in-
stall rsync on your 

Rasp Pi web server and 
set up SSH keys so you 

can automatically connect to 
a backup Rasp Pi, you can run a 

one-line command to back up files:

# ssh‑keygen

To do so, move the file .ssh/id_rsa.pub to 
the backup machine and call it authorized_
keys. Then, make sure authorized_keys read 
and write (0600) permissions:

# chmod 600 authorized_keys

To back up files from the /var/www/ folder to 
the /home/pi/backups/ folder on another ma-
chine that exists on the home network, enter

# rsync ‑avz /var/www/ U
  pi@192.168.0.115:/home/pi/backups/
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Figure 5: Reserving a static IP address.
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